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Speaker Introduction

• Amber Schroader, CEO Paraben 
Corporation

• 20+ years in digital forensics
• Active investigator
• Good sense of humor
• Always learning…never an expert.



Perspective



What are the concerns of 
mobile devices of today?

• How much data can the device hold?
• Do you gain access to all the data? 
• Do I need to change my techniques to get this data?

– What is the largest risk to my evidence?
– How long with acquisitions take?

• What is the latest security concerns for mobile 
devices?
– Virus Issues
– Spyware?



Trend 1. Storage
How Much Data Can It Hold?

32 Gig+ 
Internal User Storage

48 Meg 
Internal User Storage

100 Meg 
Internal User Storage

1 Gig 
Internal User Storage

16 Meg 
Internal User Storage



How to gather potential Evidence…



Trend 2. Accessories

• Encryption keys

• Additional Storage











Trend 3. All About Signals





Faraday Technology



Trend 4. 
Consultants Geeking it up…

• Ask about certifications

• Ask about procedures

• Ask about training

• Don’t trust learn the 
basics yourself.



Do you gain access to the data 
when you image the device?

• What is a physical image?
– Hard Drive

• Bit stream image of the device.
– Mobile Phone

• Physical acquisition of the memory storage on the 
device.

– How often is that possible with Mobile Phones?
• 40% of Phones Device Seizure can do Physical 

Images



How long is an acquisition?
• Average Processing Time

– PDA
• 30 Minutes

– Hybrid
• 15 Minutes to 1.5 Hours

– Uber Device
• 5 Hours Plus

– Mobile 
• 25 Minutes

• Prioritize Your Exam
– Mobile First
– Hard Drive Second



Cell Phone
• Typically consumers can get:

– Phonebook
– Call Logs
– SMS/MMS
– Pictures
– Videos

• Typically Forensics can get:
– Phonebook 
– Call Logs (Including Deleted)
– SMS/MMS (Including Deleted)
– Pictures (Including Deleted)
– Videos (Including Deleted)
– File System (Shows spyware)



Hybrid
• Typically consumers can get:

– Phonebook
– Call Logs
– SMS/MMS
– Pictures
– Videos

• Typically Forensics can get:
– Phonebook 
– Call Logs (Including Deleted)
– SMS/MMS (Including Deleted)
– Pictures (Including Deleted)
– Videos (Including Deleted)
– File System (Shows spyware)
– Registry
– Instant Messaging
– Email (Including Deleted)



Ultimate Hybrid
• Typically consumers can get:

– Phonebook
– Call Logs
– SMS/MMS
– Pictures
– Videos

• Typically Forensics can get:
– Phonebook 
– Call Logs (Including Deleted)
– SMS/MMS (Including Deleted)
– Pictures (Including Deleted)
– Videos (Including Deleted)
– File System (Shows spyware)
– Registry
– Instant Messaging
– Email (Including Deleted)
– Backup Records (lots of deleted)
– Web Surfing History 



GPS
• Typically consumers can get:

– Recently Visited
– Home
– Favorites

• Typically Forensics can get:
– Recently Visited
– Home
– Favorites
– All Tracks (Including some deleted)
– All Waypoints (Including some deleted)
– Date and Time Stamps 
– Synronization Data with Mobile Phone

• Phonebook
• SMS
• Call Logs



eReader

• Typically consumers can get:
– Downloads
– MP3
– Pictures

• Typically Forensics can get:
– Downloads
– MP3
– Pictures
– Non Active Files
– Physical Images of Device



What are good 
procedures?



What makes a good 
Mobile Forensic Tool?

• Is it read only?
– Yes
– No

• Can I repeat my results?
– What are your validation steps?

• Is the data verified and if so how?
– What hash values are used?
– Can those values be repeated?
– Are there other validations?

• Was it designed for forensics, and are the images gathered 
valid?
– Is it a commercial tool that is being used in forensics?
– How is the image file created?



Spyware



Trend 5. Spyware

• Yes, but it is not easy!
• Not traditional

– Designed as a 
consumer wire tap

– Legal Issues
– Install Issues
– Required Services



BlueStealth

• Bluetooth System Spy Tool



Bluestealth



Bluestealth



Bluestealth



Bluestealth



Trend 6. New Communication



Text Messaging
• IDK
• WWSD
• TTYL
• ?4U
• 121
• LBAY
• LH6
• LGH

• LHSX
• LMIRL
• 4COL
• LOL
• ROFL
• 6Y
• 831
• 9

• LULT
• MoF
• MOS
• MTFBWU
• AITR
• N1
• NIFOC
• AYS



Text Messaging Decoded
• IDK-I don’t know
• WWSD-What would Spock do?
• TTYL-Talk to you later
• ?4u-Question for you
• 121=private chat
• LBAY-Laughing Back at you
• LH6-Lets have sex
• LGH-Lets get high
• LHSX-lets have sex
• LMIRL-lets meet in real life
• 4COL-for crying out loud
• LOL-Laugh out loud
• ROFL-Roll on floor laughing
• 6Y-sexy
• 831 -I love you (8 letters, 3 words, 1 

meaning) 
• 9-parent is watching

• LULT-love you long time
• MoF-male or female
• MOS-mother over shoulder
• MTFBWU May the force be with 

you
• AITR-Adult In the Room
• N1-nice one
• NIFOC-naked in front of computer
• AYS-Are you serious



Decisions to be made

• Do you process it yourself?

• Who do you hire?

• Do you know what you should be doing?

• Are you ignoring potential facts?



Trend 7. The Future



The Global Market is HUGE



Clones

iSoftPhoneMeizu miniOne Teclast T59 LG Prada KE850 ASUS Aura



Meego
MeeGo operating system is 
ready to run devices including 
touch screen tablets and 
phones. MeeGo is a Linux-
based, open source project 
created by merging Intel's 
Moblin and Nokia's Maemo 
operating system projects early 
this year.





Nokia Universal Inbox

• One box to rule them all
– E-mail
– Text
– Call Logs
– Tweets
– Facebook Updates
– Flickr







To learn more about mobile forensics you can 
attend Paraben’s Annual PFIC Conference 

Nov 5-9 in Park City, Utah
www.pfic-conference.com

http://www.pfic-conference.com/


Contact Details
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