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2014 to 213 BC
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Connected Devices Outnumber People
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Employee Data 
Leaks

Traditional 
Malware Vulnerability Exploits Advanced Malware

Targeted 
Attacks

220,000 
NEW malware programsEVERY day!

Source: AVTest.Org



Offense Must Inform Defense
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Q2 Industry Attack Campaigns
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Who Are We Up Against?
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Arms Bazaar of Attack Code
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VPN Service

Botnet Framework

Bulletproof hosting

Exploit Kit

Domain names

Dropper file and crypt

Modules

$25

$125

monthly onetime

$0

$40

$0$52

$38 $120

$0 $20

$25$70

$80$8

Total: $225 $370

Menu for Full Service Hacking



Exploit Kits: Do-it-Yourself
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ÅThriving Underground Market

Malware offered for $249 with a service level agreement (SLA) 

and replacement warranty if the creation is detected by any 

antivirus within 9 months



Banking Crimekits Decrease in Price
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GameOverZeus: GOZ
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Zberb



A Comparison of Russian and Chinese 
Hackers
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Weapons Grade Arsenal

ÅGreater reconnaissance

ÅUtilization of 0-days

ÅUndetectable by anti-virus

ÅAble to withstand normal disinfection methods like reinstalling OS

ÅCalling home is undetected by DLPs and IPS/IDS

ÅData extraction, command and control even across an air gap



What are the Trends of Attack?
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Q2 Serious Java Vuls
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Offense Must Inform Defense
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Exfiltration: Most Used APPs and Protocols



Evasions

ÅPackers

ÅCompressors

ÅMetamorphism

ÅPort Binding

ÅPolymorphism

ÅVirtual Machine

ÅSandbox



Dropping In
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What are the new attack vectors?
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Watering Hole Attacks

Copyright 2014 Trend Micro Inc.     
Source: Trend Micro Q2ô14 Treat Roundup  Report 



Malicious URLs by Country
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Island Hopping
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81% Have Not Updated SLAs
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Man -in - the -Browser  Attacks
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