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20 years with IBM Development & Services

IBM Software Development & IBM Research consulting resource
IBM Certified IT Architectin IT Architecture & IT Security

Created Protegrity's Data Security Technology

Protegrity Policy driven Data Encryption (1994)

Inventor of 20+ Patents

In the areas of Encryption Key Management, Separation of Duties, Policy Driven Data
Encryption, Tokenization, Internal Threat Protection, Data Usage Control, Dynamic Access
Control, Intrusion Prevention and Cross System Layer Security.

Master's degree in Physics and degrees in Finance and Electrical
engineering

Research member of the International Federation for Information Processing (IFIP) WG 11.3
Data and Application Security.

Member of IEEE, OASIS, Computer Security Institute (CSI), Object Management Group (OMG)
CORBA Security Service, Open Web Application Security Project (OWASP), Information
Systems Security Association (ISSA), Information Systems Audit and Control Association
(ISACA),, The International Association of Science and Technology for Development (IAST),
The Medical Records Institute (MRI), and The World Scientific and Engineering Academy and
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Agenda

O Data Protection Options for PCIl and Beyond

O PCI Case Studies

O Advanced Attacks on Data Flow

O Determining Risks

O Cost Effective Approach
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The 2007 Computer Secunty Institute (CS1) Report indicates that more than one fifth of those surveyed have been victimized by a
targeted attack. The study also concluded that financial fraud overtook virus attacks for the first time in saven years as the number
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ne cause of financial losses from an IT security breach. Finally, customer and propnetary information was the second worst cause
f financial loss. These trends show that the payment card industry faces more data secunty threats than ever before. The Payment

Card Industry Data Secunty Standard (PCI-OSS) was created to mitigate thesea thraats,

This session examines the challenges faced by organizations as they address their PCI DSS compliance requirements,
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Discussion of Data Protection for PCI DSS

Build and maintain a secure 1. Install and maintain a firewall configuration to
network. protect data
2. Do not use vendor-supplied defaults for system
passwords and other security parameters
Protect cardholder data. 3. Protect stored data
4. Encrypt transmission of cardholder data and
sensitive information across public networks
Maintain a vulnerability 5. Use and regularly update anti-virus software
management program. 6. Develop and maintain secure systems and
applications
Implement strong access control 7. Restrict access to data by business need-to-know
measures. 8. Assign aunique ID to each person with computer
access
9. Restrict physical access to cardholder data
Regularly monitor and test 10. Track and monitor all access to network
networks. resources and cardholder data
11. Regularly test security systems and processes
Maintain an information security 12. Maintain a policy that addresses information

policy.

security

=
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PCI DSS Applicablility Information & PIl Aspects

Storage Protection
Data Element Permitted Required PCI DSS Req. 3.4 <4
Pnmary Account Number
—> (PAN) Yes Yes Yes
Cardholder Data — Cardholder Name ° | Yes Yes ' No
Service Code ° Yes Yes ' No
Expiration Date ° Yes Yes'’ No
Sensitive | Full Magnetic Stripe Data - - No | N/A ' N/A
Authentication CAV2/CVC2/CvV2/CID No N/A N/A
2 | + + .
chea PIN/PIN Block No N/A N/A

[ I

These data elements must be protected if stored in conjunciion with the PAN. This protection showld be per PCI D35 requirements far general protection of
the cardholderdata environment. Additionally, otherlegisiation (forexampie, related lo consumerpersonal data protection, privacy, identity theil, or data
securty) may require specific protection of thiz data, or properdisciosure of @ company s practices if congumer-related personal data is being collected during
the course of business. PCI D35, however, does not aoply if PANS are not stored, processed, or fransmitied.

Sensitive authentication data must not be stored after autharization (even if encryotea).
Full track data from the magnelic stripe, magnelic siripe image on the chip, or elzewhers.

p—
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Requirement 3: Protect stored cardholder data

Section 3.4

O Render PAN, at minimum, unreadable anywhere it is stored
(including on portable digital media, backup media, in logs) by using
any of the following approaches:

* One-way hashes based on strong cryptography
* Truncation
* Index tokens and pads (pads must be securely stored)

« Strong cryptography with associated key-management processes and
procedures

O The MINIMUM account information that must be rendered
unreadable is the PAN.

O Notes:

- If for some reason, a company is unable render the PAN unreadable, refer to
Appendix B: Compensating Controls.

« “Strong cryptography” is defined in the PCI DSS Glossary of Terms,
Abbreviations, and Acronyms

09
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Requirement 3: Protect stored cardholder data

Section 3.5

-~

O “Protect encryption keys used for encryption of cardholder data against both disclosure
and misuse.

« 3.5.1 Restrict access to keys to the fewest number of custodians necessary
«  3.5.2 Store keys securely in the fewest possible locations and forms.”
Section 3.6
O “Fully document and implement all key management processes and procedures for keys
used for encryption of cardholder data, including the following:
. 3.6.1 Generation of strong keys
. 3.6.2 Secure key distribution
. 3.6.3 Secure key storage
. 3.6.4 Periodic changing of keys

+ + As deemed necessary and recommended by the associated application (for example, re-
keying); preferably automatically. At least annually.

. 3.6.5 Destruction of old keys

. 3.6.6 Split knowledge and establishment of dual control of keys (so that it requires two or
three people, each knowing only their part of the key, to reconstruct the whole key)

. 3.6.7 Prevention of unauthorized substitution of keys
. 3.6.8 Replacement of known or suspected compromised keys
. 3.6.9 Revocation of old or invalid keys

=
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Requirement 3.6.6: Split knowledge and dual control

Split knowledge and dual control of keys requires two or three people, each
knowing only their part of the key, to reconstruct the whole key

The principle behind dual control and split knowledge is required to access the
clear text key.

* Only a single master key will be needed under this control.

« The determination of any part of the key must require the collusion between at least two
trusted individuals.

Any feasible method to violate this axiom means that the principles of dual
control and split knowledge are not being upheld.

« At least two people are required to reconstruct’ the key, and they each must have a physical
thing and they each must have some information that is required.

The use of a key in memory to encipher or decipher data, or access to a key
that is enciphered under another key does not require such control by PCI DSS.

« Keys appearing in the clear in memory, the principles of dual control and split knowledge are
difficult but not impossible to enforce.

Please review http://papers.ssrn.com/sol3/papers.cfm?abstract_id=1126002 for
additional discussion.

’) protegrity
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Key management for enterprise

data encryption
By Ulf Mattsson

http://papers.ssrn.com/sol3/papers.cfm?abstract id=1051481




PCIl — Compensating Controls

Compensating controls may be considered for most PCI D55 requirements when an entity cannot meet a
requirement explicitly as stated, due to legitimate technical or documented business constraints, but has
sufficiently mitigated the nsk associated with the requirement through implementation of other, or
compensating, controls.

Compensating controls must satisfy the following criteria:

= 1.
]

Meet the intent and rigor of the onginal PCI D55 requirement.

Provide a similar level of defense as the onginal PClI DSS requirement, such that the compensating
cantrol sufficiently offsets the riskthat the onginal PCl D55 requirement was designed to defend
against. (See Navigating PCI D55 forthe intent of each PCI D55 requirement. )

Be “above and beyond” other PCI D55 requirements. (Simply being in compliance with other PCI
0S5 requirements is not a compensating control ]

When evaluating “above and beyond” for compensating controls, consider the following:

Note: The items at a) through c) below are intended as examples only. All compensating
controls must be reviewed and validated for sufficiency by the assessor who conducts the PCI
DSS review. The effectiveness of a compensating control is dependent on the specifics of the
environment in which the control is implemented, the surrounding security controls, and the
configuration of the control. Companies should be aware that a particular compensating
control will not be effective in all environments.

a) Existing PCIDS5 requirements CANMOT be considered as compensating controls if they are
already required forthe tem under review. For example, passwords for non-console
administrative access must be sent encrypted to mitigate the risk of intercepting cleartext
administrative passwords. An entity cannot use other PCI D55 password requirements (intruder
lockout, complex passwords, etc ) to compensate for lack of encrypted passwords, since those
other password requirements do not mitigate the risk of interception of cleartext passwords. Also,
the other password controls are already PCl D55 requirements forthe item under review
(passwords).

p—
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PCI Security Standards Council about Data in Transit

O The PCI Security Standards Councill
(https://www.pcisecuritystandards.org/) manages the PCI DSS
standards

» End-to-end encryption is likely to be a central focus as the council seeks input on
how this might best be achieved in the payment-card environment through
different technologies.

« If that is accomplished, it might result in a decidedly new PCI standard in the
future for card-data protection, PCI Security Standards Council says in

« "Today we say if you're going outside the network, you need to be encrypted, but
it doesn't need to be encrypted internally,” PCI Security Standards Council says.

— O "But as an example, if you add end-to-end encryption, it might negate
some requirements we have today, such as protecting data with
monitoring and logging.

« Maybe you wouldn’t have to do that. So we'll be looking at that in 2009."

=

) protegrity
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Data Protection Approaches

Data Access Control

-
N

« How the data is presented to the end user and/or
application

Data Protection

-
N

« How sensitive data is rendered unreadable

)

) protegrity
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Data Protection Options

O Data Stored As

« Clear — actual value is readable

« Hash — unreadable, not reversible

» Encrypted — unreadable, reversible

* Replacement value (tokens) — unreadable, reversible

« Partial encryption/replacement — unreadable, reversible

)

) protegrity
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Data Protection Options

O Data in the Clear

« Audit only
« Masking
« Access Control Limits

< Advantages

7~
.

« Low impact on existing applications
- Performance

« Time to deploy
O Considerations

7~
.

« Underlying data exposed
« Discover breach after the fact
« PCI aspects

017
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Data Protection Options

O Hash
* Non —reversible
« Strong protection
- Keyed hash (HMAC)
« Unique value if salt is used

-~
N

< Advantages

* None really

-~
N

O Considerations
« Key rotation for keyed hash
« Size and type

« Transparency

018
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Data Protection Options

-
N

Strong Encryption
 Industry standard (NIST modes - AES CBC ...)
« Highest security level

O Advantages
« Widely deployed

-
N

« Compatibility
 Performance

O Considerations

-
N

« Storage and type
« Transparency to applications

« Key rotation

)

) protegrity
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Data Protection Options

-
N

-
N

-
N

Format Controlling Encryption

Maintains data type, length

< Advantages

Reduces changes to downstream systems
Storage
Partial encryption

Considerations

Performance

Security and compliance
Key rotation

Transparency to applications

020
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Data Protection Options

O Replacement Value (i.e. tokens, alias)

.

* Proxy value created to replace original data
« Centrally managed, protected

O Advantages

-
.

* No changes to most downstream systems
« Qut of scope for compliance

* No local key rotation

- Partial replacement

O Considerations

-
.

- Transparency for applications needing original data

« Availability and performance for applications needing
original data

’) protegrity
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Different "Tokenizing’ Approaches & Topologies

CCN <-o,

[m— == == - === -
Application e | Algorithmic ‘Encryption’ I
AN " 777 | Tokenizer . I G—p5
123456 123456 1234 S N I Algorithm |
) \ \ S I
~ e oo oo oo oo oo e e e e e e e e -
v ‘\ \\ \\\
\ \ ~
\ \ S
ABCDEF GHIJKL 1234 m LN . | onssite
3 h N
‘\‘ N\ Local Togen
' \
' \ \ Tokenizer Encrypted ==
1 \ \ CCN
Branch Office / Stores \ \ \
"
Home Office / HQ ) =
* ‘\ \\
\ \ .
- ) ' | On-site
w \ | central Toge”
\
\ Tokenizer Encrypted
} CCN
Outsourced / ASP .@ .
‘\
\

\* ASP
Central Togen
i Encrypted L.
Tokenizer ooy
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Limit Exposure across the Data Flow - Partial Encryption/Tokenizing

A policy driven approach

Decide what sensitive bytes to protect

- A high level of transparency to applications

Some applications Many applications/tools
« Partial clear data  Moving data around

l_l— Applicatio?l rl_ Applicatio:‘l pP—
A N ’_‘—rrrﬁ_r
123456 777777 1234 > a

N J

Y
Few applications | Decryption |
* Full clear data Application
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How to Protect the Data Flow Against Advanced Attacks

Point Of Data Acquisition
123456 123456 1234

Continuously protected data flow

123456 777777 1234 |
I

| 123456 777777 1234

Unprotected sensitive information:

Protected sensitive information — —

Decrypt

123456 123456 1234 l

Payment
Authorization

024

Decrypt

l 123456 123456 1234

Settlement &
Charge-back

O protegrity



Applications are Sensitive to the Data Format

Data Type

Binary (Hash) -

Binary (Encryption) -

—

Alphanumeric (Token) -

t

No Applications

Few Applications

Many Applications

Increased
intrusiveness:

Application changes

Limitations in functionality

Text Numeric (Token) - Most Applications Limitations in data search
Data Performance issues
Numeric (Clear Text) - All Applications
- Data
| ! " Field
Original Longer Length
= .
) protegrity
025 This is a generalized example



Preserving the Data Format

Binary
Data 7

Text _

Data .
Numeric <

Alphanumeric +

—

Data Type

t

Hash

Encryption

| @#$%a &*B()_+ @AH#$2%p" &*

| @#$%a”&*B()_+'@

aVdSaH 1F4hJ5 1D3a

026

Encodingt [ 666666 777777 8888 - _Token/
ncoding
Partial Enct 123456 7777771234 |
Data
| clewmen| | 123456 123456 1234 o
| i " Length
Original Longer
Length
(/) protegrity

This is a generalized example



Field Level Data Protection Methods vs. Time

Protection

4+ Level
High Tokenized Data

Strong Encryption
(AES CBC)

Keyed Hash
(HMAC)

Format Controlling

| Plain Hash ~ ~ Encryption
Medium |  (SHA-1 on CCN) » (AES FCE)
| > Time
S
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Format Controlling Encryption vs. Time

Protection
4+ Level
High Tokenized Data
~
N S J N S S J AESFCE
\ (numeric & 1V)
N
N
N
\ \
S FCE
\ AE
\ (alphanumeric & fix V)
Medium \
> Time
_—
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Field Level Data Protection Methods vs. Time

Protection
T Level

Tokenized Data

High

AES CBC (rotating V)

AES CBC (fix IV, short data)
AES ECB

Medium

> Time

S—_—
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Data Protection Options & Cost Factors

Clear
Strong Encryption

Format Control
Encryption

Token (reversible)

Hash

Highest ® & @ & O Lowest

O protegrity
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Data Protection Capabilities

Clear
Strong Encryption

Format Controlling

G
Encryption G
(»
O

Token

N N N .
0 0O
Oe e 0

Hash

Highest ® & @ & O Lowest

)
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Data Protection Implementation Choices

Data Protection Options are not mutually exclusive

-
.

Data Protection Layers

-
N~

« Application
- Database
* File System

-
N~

Data Protection Topologies

- Remote services

 Local service

O Data Security Management

-
N~

« Central management of keys, policy and reporting

’) protegrity
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How to lock down enterprise data

with infrastructure services
By Ulf Mattsson

http://www.net-security.org/dl/insecure/INSECURE-Mag-2.pdf




Data Protection Implementation Choices

Application
Database G G G
File System & O o

Local Service

Remote Service Q Q ‘

Highest ® & @ & O Lowest

035
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Column Encryption Performance - Different Topologies

* Rows Per Second
10 000 000 +
1 000 000 +
100 000 +
ooool L Daaleadng (Bacn, 1
1 000 - Queries (Data Warehouse & OLTP)

Data Warehouse

Platforms

Mainframe

Platforms

Unix Platforms

Windows Platforms

Encryption

|
Network Attached
Encryption (SW/HW)

1
Local
Encryption (SW/HW)

»

Topology

'7 protegrity



Generalization: Encryption at Different System Layers

High s
J ’
7’
s E
/ ase of Deployment
7’ (Transparency)
P g Separation of Duties
y 7 (Security Level)
7’
Low s
i : | | » Encryption
Application Database File System Storage Layer Layer
Layer Layer Layer SAN/NAS...
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Application Transparency — Encryption, Tokens & Hashing

Transparency level

A
High Database Encryption
Low Hashing
| | | - Database
g Operation
Look-up Range Process
Search Clear-values
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Application Transparency

Transparency level

ﬂk

High

Low

Database

File Encryption

3'd Party Database
Column Encryption

Native Database

Column Encryption

Smart
Tokens

Tokens

Plain
Hash
(SHA-2)

Key based
Hash
(HMAC)

Security

Level
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Business Value vs. Ease of Compliance

A

A

High Ease of \
. 7’ .
Compliance Encryption | Business
7’
Value
7’
> 3
Tokenizing
-
7’
Hashing
7
7’
7 Simple
7’ Masking
Low 7’
| | | | >
Deleting Data Masking One-way Masking-Two-Way Clear Data
g VAN J
Y Y
Lost Data Reusable Data
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Protecting the Data Flow:

Case Studies
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Data Level Attacks

End-

point

Wire-

less

\

MALWARE /
TROJAN

)

MZ

III

JICTHD

Load

Balancing

Proxy
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INJECTION

Y
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o

SEGMENT

/

DBA
ATTACK

TRANSACTIONS

Enterprise

Apps %
P

DB Server

JICTH
[TH

Internal
Users

;3

OS ADMIN
FILE ATTACK




Securing the enterprise data flow against advanced attacks
By Ulf Mattsson

}

http://papers.ssrn.com/sol3/papers.cfm?abstract id=1144290




Case Studies

O  One of the most widely recognized credit and debit card brands in the world

« Their volume of data is in the multiple billions of rows and needed a solution that
would not degrade performance.

O Major financial institution

« Protecting high-worth clients financial information.

« Central key management and separation of duties were of the utmost importance.
O One of the world largest retailers

* Protecting the flow of sensitive credit card information from the store, through to
back office systems and into the data warehouse and storage.

« The central key management and ability to support thousands of stores was critical
for this success.

« Transparent to exiting applications.

« Protect sensitive information in their Teradata data warehouse. iSeries (AS/400),
zSeries (mainframe), Oracle and MS SQL Server, and to protect files that reside
across platforms including Unix and z/Series.

=

\_/J protegrity
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Security for the Sensitive Data Flow

i Points of collection i
: Store Back Office |
Web Retail Store Back <>
; APRgey, | Localpsl S slsTidoos, ||[sussOffice e . Collection
! ~Journals _Applications &"bB :
| 0=x G :
Branches $%68#
/Stores S e B —————————
v
HQ /,"7 Polling
@ Bsen Aggregation
- ' }

T
7 N

Partners
(Financial
Institutions)

Multiplexing
. Platform__.

Operations

Analytics

\ctlveAccess / AW

Detailed Anal
sed / Summary Analytical Archive
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Case 1: Goal — PCI Compliance & Application Transparency

Credit

Card
Entry T

Application
A\ 4
File
Encryption
FTP
File
Encryption
Windows
IE = E =
Local
Store Location
(Branch)

Application

File
Database Encryption:
Encryption: Windows,
DB2 (zOS, iSeries),  UNIX,
Oracle, Linux,
SQL Server zOS

Central HQ Location

Settlement
Batch
Financial
Institution
=
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Case 1: File Encryption & FTP

Credit

P~
Card == Attacker
Entry l

Attacker

___________________

, i File System (Memory) ! ‘ I:I i

________________________________________

| E===

——— 3

l Storage (Disk ———

9 ( ) R S —
Backup (Tape) ' ’

Unprotected sensitive information: s Protected sensitive information ———

C ) protegrity
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Case 1: From Encrypted File to Encrypted Database

o
]

S=—= Attacker

T aepieation T 4/' 8 |

Application

Attacker

@%$%$" D&M YTOIUO*N

123456 123456 1234

L ' 123456 123456 1234
FTP Application |\

Database ‘ i @%$%$" D&M YTOIUO*A

I It

Unprotected sensitive information: s Protected sensitive information ———

() protegrity
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Case 2a: Goal — Addressing Advanced Attacks & PCI

Credit

I Application :
I Encryption I

_——F——

Application

Continuously encrypted computing:

protection of sensitive data fields

s o
Entry FEI3305188%

Application

File
Encryption
windows

FTP

[+

Local
Store Location
(Branch)

I Decryption
Settlement
FTP
File
Database  Encryption:
Encryption:  Wwindows,
E - DB2 UNIX, . .
Oracle Linux, Financial
SQL Server z0S Institution
Central HQ Location o
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Case 2a: Application Encryption to Encrypted Database

Point

Of Data
Acquisition
a 123456 123456 1234
[ B
POS
\ Application

_____________________

File .
System |
| < , < >
— < . | &=
torage (Disk
aES—— ge (Disk) ==
I o Backup (Tape) vo
Unprotected sensitive information: s Protected sensitive information ———

C ) protegrity
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Case 2b: Goal — Addressing Advanced Attacks & PCI

Credit
Entry e

Continuously encrypted computing:
protection of sensitive data fields

Application

ﬁ Encryption:
SQL Server

Database

Application

FTP | ——

Y Database

[+

=
il

Local
Store Location

ﬁ Encryption:
DB2 zOS

Central
HQ Location
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Case 2b: From Encrypted Database to File & FTP

Point
Of Data -
Acquisition ’
/ avdSaH 1F4hJ5 1D3a
123456 123456 1234 ,

Order | : Extr_acti_on
Application . ! Application

Unprotected sensitive information: s Protected sensitive information ———

O protegrity
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Case 2b: From Selectively Encrypted File to Encrypted Database

123456 123456 1234

| « > |
——— 3 . ——— 3
i I Storage (Disk) _ ——
Vo Vo
’ Backup (Tape) ’
Unprotected sensitive information: s Protected sensitive information ——— _—

) protegrity
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Case 3. Goal — Addressing Advanced Attacks & PCI

Credit

Card
Entry T

Application

Authorization
Transaction

Continuously encrypted computing:
protection of sensitive data fields

—e— e = = == =)

Local
Store Location
(Branch)

I_E___'__ I—E——f—| Online
ncrypting . | I Decrypting , _
I Gateway | Application = Gateway I g
Files
Databases
Central lF'nf"mC_'al
HO Location nstitution
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Case 3. Gateway Encryption

)
.(\va

= Attacker

d

Attacker

)

______________________________

Storage (Disk)

Backup (Tape) v o

Unprotected sensitive information: s Protected sensitive information ———
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Continuous protection of enterprise data:

a comprehensive approach
By UK Mattsson
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How to keep sensitive data locked down across applications, databases, and
files, including ETL data loading tools, FTP processes and EDI data transfers.
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Determine Risk

O Data Security Risk=Data Value * Exposure

Data Field Value

Exposure

Risk Level

Credit Card Number 5

/

Social Security Number

[

CvV

Customer Name

Secret Formula

Employee Name

Employee Health Record

12
10
9
6

W WU W o1

Zip Code

WINWIN LA IDAIBAO

Enables prioritization

Groups data for potential solutions

057
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Matching Data Protection Solutions with Risk Level

Risk Solutions
Low Risk Monitor
(1-5)
At Rlsk * Monitor, mask,
(6-15) access control
limits, format control
encryption
Higf;}{};{""""""‘ " Replacement,
(16-25) strong encryption

)

) protegrity
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Matching Data Protection Solutions with Risk Level

Data Field

Risk Level

Credit Card Number

Social Security Number

CVV

Customer Name

Secret Formula

Employee Name

Employee Health Record

Zip Code

Select risk-adjusted

solutions for costing

059

12
10
9
6

. 3

Risk Solutions
Low Risk Monitor
(1-5)

Monitor, mask,

At Risk access control
(6-15) limits, format
control
L _encryption
High Risk Replacement,
(16-25) strong
encryption
S—_—
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Estimate Costs

Cost = Solution Cost + Operations Cost

O Solution Cost = cost to license or develop, install
and maintain

O Operations Cost = cost to change applications,
Impact on downstream systems, meeting SLAS,
user experience

’) protegrity
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Operation Cost Factors

O Performance

* Impact on operations - end users, data processing
windows

-
.

Storage

* Impact on data storage requirements

-
.

-
N~

O Security
* How secure Is the data at rest
« Impact on data access — separation of duties

Transparency

« Changes to application(s)

-
N~

« Impact on supporting utilities and processes

=

) protegrity
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Operation Cost Factors

O Solution should be able to change with the
environment

* Progress from less to more secure solution, or the
reverse

« Add new defenses for future threats

* Plug into existing infrastructure, integrate with other
systems

)

) protegrity
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The Protegrity Defiance® Suite

O Data Protection System (DPS)

« Encryption, monitoring, masking

.

- Database, file and application level

-
.

O Threat Management System (TMS)

« Web application firewall

-
N~

Enterprise Security Administrator
« Security policy
- Key management
« Alerting, reporting, and auditing

63
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Protegrity Solutions

Q00000
T T RO
Database Server
Open Systems

Manager

Protecting data

I ™= . : .
- Protecting web applications
= & 9 vieb app
Reporting _ Data Security Policy _Key Management Managing data security

064
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Protegrity and PCI

Build and maintain a secure 1. Install and maintain a firewall configuration to
network. protect data
2. Do not use vendor-supplied defaults for system
passwords and other security parameters
Protect cardholder data. 3. Protect stored data
4. Encrypt transmission of cardholder data and
sensitive information across public networks
Maintain a vulnerability 5. Use and regularly update anti-virus software
management program. 6. Develop and maintain secure systems and
applications
Implement strong access control 7. Restrict access to data by business need-to-know
measures. 8. Assign aunique ID to each person with computer
access
9. Restrict physical access to cardholder data
Regularly monitor and test 10. Track and monitor all access to network
networks. resources and cardholder data
11. Regularly test security systems and processes
Maintain an information security 12. Maintain a policy that addresses information

policy.

security

65
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Data Security Management

P
.

An integral part of technical and business process

P
.

Security Policy
» Centralized control of security policy
« Consistent enforcement of protection

« Separation of duties

P
.

Reporting and Auditing

« Compliance reports

« Qrganization wide security event reporting
« Alerting

* Integration with SIM/SEM

P
.

Key Management

() protegrity
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Cost Effective Data Protection

O Uses Risk as an adjusting factor for determining a
Data Protection strategy

-
.

Risk=Data Value*Exposure

-
.

O Determines solutions that fit the risk level, then
determines cost

-
N~

Cost=Solution Cost + Operational Cost

-
N~

O Prepare for the future

-
N~

’) protegrity
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How to Protect the Data Flow Against Advanced Attacks

Point Of Data Acquisition
| 123456 123456 1234

Continuously protected data flow

0000000

123456 777777 1234 | 123456 777777 1234 |
| |
Decrypt Decrypt
Payment Settlement &
Authorization Charge-back
Unprotected sensitive information: e
123456 123456 1234 123456 123456 1234

Protected sensitive information — — =

O protegrity
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How to Protect the Weak Links in your Data Flow

O Review Risk & Determine Protection Approach

Analyze the Data Flow

Identify Assets and Assign Business Value to each
Identify Vulnerabilities for each Asset

Identify potential Attack Vectors & Attackers
Assess the Risk

Compliance Aspects

Select Data Protection Points & Protection Methods _
Adjust

O Assess Total Impact

Functionality Limitations

Performance & Scalability

Application Transparency

Platform Support & Development Life Cycle Support
Key Management, Administration & Reporting

Deployment Cost, Time & Risk —

069
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Hello UIf. (¢

Abstract Revise My Submission @
http //sstn com/abstract=1330466

D pownioad | Share | Email | Add to Briefcase | iy Hard Copy

PCI and Beyond - How to Secure Data in the Most Cost Effective
Manner

Ul T. Mattsson
Protegrity Corp

January 20. 2009

Abstract:

The Payment Card Secunty Industry Data Security Standard (PCl DSS) US State and federal laws encourage and require
businesses to encrypt consumers’ computerized personal information and payment data Most state data breach notice laws do
not require businesses to notify their customers when customers’ digital personal information has been stolen or lost if the
information was encrypted

http://papers.ssrn.com/sol3/papers.cfm?abstract id=1330466




Best practices in enterprise

database protection
By Ulf Mattsson

Organizations are now required to protect sensitive data, or face the wrath of
public consequences - be that public disclosure to your customers or regula-
tory non-compliance. With growing incidents of intrusions across industries
and strong regulatory requirements to secure private data, enterprises need
to make DBMS security a top priority.

=
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Data Masking — One-way vs. Two-way

* Data Quality &
Exposed Details
3" Party
Interface Data Entry
Testing Partner
Interface
. Fire
High - Fighting &4 - '4- - == .
i A
L 4 \ Two-Way
7/ = Two-Way Masking
/7 Masking N
’ \
/ |
One-Way One-Way \
Masking Masking \
I \ Information
Life Cycle
Low - | <
| I [ I I I |
Development Testing Staging Production Operational Analytics Archive

C ) protegrity
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' httpffwananitsecurity. comyfmeet-expertsfexpert-biography-ulf-rmattzon-100206,

vy Fawvorites  Tools Help

UIf battsson

RESOURCE CENMTERS

IT Zecurity Home

Access Control NEW!

Email Security

Firewalls

Irtru=ion Detection Systems
Malware

Metwoaork Access Control

vulnerability Scanning NEW!

=ecurity Audit
Spyware
WP

STAY CURRENT

Blog
Festures

¥4 ITSECURITY

Stay Current

Meet the Experts

UIf Mattsson

(106 Comments)

| created the initial architecture of Protedrity's databhase security
technology, forwhich the company owns several patents.

Chief Techhology Officer
Frotegrity Carp.

| created the initial architecture of Protegrity's datahase security techinalogy,
forwhich the company owns several patents. by IT and security industry
experience includes 20 vears with [BM as a manager of software
development and a consulting resource to IBM's Research and Development
arganisation, in the areas of [T architecture and IT security.



Separation of Duties (DBA)

Separation of Duties (DBA)

'

Yes - Database
Column
Encryption
NoO A Database
Table
Encryption
Database
NO - File
Encryption
Index
! i ' >
I Protection
No No Yes

C ) protegrity



The Goal: Good, Cost Effective Security

The goal is to deliver a solution that is a balance
between security, cost, and impact on the current
business processes and user community

—

\

.

Security plan - short term, long term, ongoing
O How much is ‘good enough’

-
N~

Security versus compliance

« Good Security = Compliance

« Compliance # Good Security

’) protegrity
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Risk Adjusted Data Protection

-
.

> Assign value to your data

-
N~

O ASsess exposure

O Determine risk

-
.

Understand which Data Protection solutions are
available to you

-
.

O Estimate costs

-
N~

Choose most cost effective method

-
N~

)

) protegrity
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Assign Value to Your Data

O ldentify sensitive data

 If available, utilize data classification project

-
.

« Rank what is sensitive on its own (think PCI)
« Consider what is sensitive in combination (think Privacy)

O How valuable is the data to (1) your company and
(2) to a thief

« Corporate IP, Credit Card numbers, Personally
|dentifiable Information

-
.

-
N~

O Assign a numeric value: high=5, low=1

’) protegrity
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Assess Exposure

Locate the sensitive data

-
.

« Applications, databases, files, data transfers across
Internal and external networks

O Location on network

-
.

« Segmented
- External or partner facing application

Access

-
N~

 How many users have access to the sensitive data?
« Who is accessing sensitive data?
« How much and how frequently data is being accessed?

-
.

O Assign a numeric value: high=5, low=1

=

) protegrity
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Determine Risk

O Data Security Risk=Data Value * Exposure

Data Field Value

Exposure

Risk Level

Credit Card Number 5

/

Social Security Number

[

CvV

Customer Name

Secret Formula

Employee Name

Employee Health Record

12
10
9
6

W WU W o1

Zip Code

WINWIN LA IDAIBAO

Enables prioritization

Groups data for potential solutions

079

p—

) protegrity



Example — Software Application

i

1 E 1.0 |Using xxx an attacker can yyy |1.0, 42,0, 43.0, {xxx Administrator, 10 10 10 10 5 2 1
[the data knowing aaa and bbb 44.0 User with yyy rights

- A 2.0 |Using xxx an attacker can yyy 2.0 xxx Administrator, 10 5 10 10 S 10 10
the data knowing aaa and bbb User with yyy rights

- B 3.0 |Using xxx an attacker canyyy | 2.0, 3.0, 19.0, xxx Administrator, 8 S 8 8 S 10 10
|the data knowing aaa and bbb 32.0 User with yyy rights

4 A 4.0 |Using xxx an attacker can yyy 4.0 xxx Administrator, 10 10 10 10 S 10 10
the data knowing aaa and bbb 1.0 User with yyy rights

4o IUsing xXx an attacker can yyy 4.0 xxx Administrator, 8 8 10 10 5 10 10
the data knowing aaa and bbb 1.0 User with yyy rights

4 C 6.0 |Using xxx an attackercanyyy | 4.0, 1.0, 41.0, hooc Administrator, 8 8 ] 8 S 10 10
the data knowing aaa and bbb 42.0 User with yyy rights

4 E 7.0 |Using xxx an attacker can yyy 5.0 xxx Administrator, 10 10 10 10 5 2 1
{the data knowing aaa and bbb 1.0 User with yyy rights

4 E 8.0 |Using xxx an attacker can yyy 5.0 xxx Administrator, 8 8 10 10 S 2 1
the data knowing aaa and bbb 1.0 User with yyy rights

- B 9.0 |Using xxx an attacker can yyy 6.0 xx Administrator, 8 5 8 8 S 10 10
the data knowing aaa and bbb User with yyy rights

U At K O W aad S oo SR WITIT Y VY TS T T Y T
O O KO W S S B | R WYYy RS T T ' r




Example - Attack by DBA

Skill & Effort Level

A

Programming Attack
Vector 3
OS level- Attack
Vector 2
Attack
SQL Vector 1
. Damage
| } } >
I I Level
Data Leakage Data Dump Key Dump
p— .
\_/ protegrity



Data Classification by Level of Protection

Data
Class

Confidential

Proprietary

Internal Use

Customer

Public

Email
Msgs.

Struct.
Files

Access Datain

DBs

Transit

Appl  Central
Data Database

Biz Risk
High B
Med []
Low [

Location C
Department B
Process A

E = Encryption

R = Redundancy
B = Auto Backup
A = Access Control




Endpoint Network Access Data
Security Security Controls Encryption
Policies
ggth Policies
Policies Percentile 80th
70t Percentile o
Percentile Policies
Enforcemt 40th
QQth Percentile
Enforcemt Percentile
80th
Percentile Practices
th Enforcemt
951 Enforcemt 30t
_ Percentile 5Oth Percentile
Practices Percentile
40th
Percentile
Practices
th
30 . Practices
Percentile 10t
Percentile

Regu-
lations

Written
Policies

Enforce-
ment

Security
Practices

\

<

<

Gap Analysis: Regulations - Policies - Enforcement - Practice

> Gap #1

> Gap #2

> Gap #3




Security Documentation Overall

Security Documentation Review / Analysis

@

Policy Completeness Organization issues
Policy Enforceability Punishment specs
Policy Awareness - Very good in IT

Security Architecture Security architect?

Network Security - Excellent

Storage Security Not in

most docs

Application Security Reviewed few apps

Database Security - Being upgraded



Control Effectiveness Rating

: Control Pervasiveness In Practice Usage
Effectiveness
® Strong
Mixed . .
DB access Awareness of Compliance with
. Weak control Externally facing Internally facing control control
Effectiveness ratings cover the use of the control across multiple organizations and applications in the enterprise
Corporate data center ‘ '
Division data centers ®
Regional offices o o o
Home offices ®
Remote users . . .
Effectiveness ratings are also applied to service providers who handle sensitive data on behalf of the enterprise
Service providers o
Resellers () o o ®




Data Security Case Study - Interview

DATA SECURITY BEST PRACTICES STUDY -- RESTRICTED ACCESS --DO NOT DISTRIBUTE

This interview is beimg conducted as part of a study of data security best practices. The study is being conducted for the organization Information
Security organization by Protegrity. EVERTHING YOU SAY IS COVERED BY A VERY STRICT NON-DISCLOSURE AGREEMENT. We want your
detailed feedback about the handling of sensitive data within your organization at organization. This feedback will be used to help organization
improve its data protection policies and procedures. Flease feel free to share your experiences and feelings. YOU WILL NEVER BE IDENTIFIED

TO ANYONE EL SE WITHIN organization AT ANY TIME.

OVERVIEW

Comments

1 [WWhat types of confidential business data do you handle as part of your job?

YWhat are the procedures you have to follow when you handle confidential information?

Wwhat security policies affect how you handle this information?

How do you keep track of changes to the secunty policies and procedures?

L I I O (S I N

YWwha is responsible for monitaring and enfarcing these palicies and procedures?

FILL IN THE FOLLOWING BEFORE THE INTERVIEW

a |Date of the interdew:

b |Mame of the enterprise:

organization International

¢ |Mame of the interviewee:

First Marme

Last Mame

id |Phone # of the Interviewee:;

e |Email address of the Interviewee:

Mame of Interviewer




Case Study - Data Security Vulnerability Points

End-

DMZ

pomt

Serve
E=r
=
[ ]

i\

Wire- Proxy

less

HHBMEE

Load
Balancing

Proxy
FW

TRUSTED SEGMENT

Enterprise

Network
Devices

DB Server

% Apps %

IHE

e

SAN,
NAS,
Tape

O

Proxy
FW

TRANSACTIONS

Internal ]

Users E

LI

Members Serve—

Organization data security vulnerability points under study:

©ONOOAWNE

Endpoint security / desktop security / wireless security
Customer access to Organization via Web Applications
Web application development and access controls
Global bulk file transfer to/from member institutions
Corporate network infrastructure, including firewalls, IDS/IPS
XxxNet/YyyNet global infrastructure
Application-to-database access controls

Database management controls, including separation of duties
Key management systems

10 Customer premises HW/SW data protection (the XXX)
11. Protection of stored data in SAN, NAS and backup tapes




Questions?

If you would like a copy of the slides,
please emall
ulf.mattsson@protegrity.com

O protegrity

protecting your data.
protecting your business.



Best practices in enterprise

database protection
By Ulf Mattsson

Organizations are now required to protect sensitive data, or face the wrath of
public consequences - be that public disclosure to your customers or regula-
tory non-compliance. With growing incidents of intrusions across industries
and strong regulatory requirements to secure private data, enterprises need
to make DBMS security a top priority.

=
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SEARCH IEEE XPLORE GUIDE SUPPORT :

Article Information

A practical implementation of transparent encryption and separation of duties in enterprise
databases: protection against external and internal attack=s on databases

Mattzzon, LI.T.

E-Commerce Technology, 2005, CEC 2005, Seventh IEEE International Conference an

Yolume | lzzue | 13-22 July 2005 Pagel(z): 529 - 565

Digital Object [dentifier 10 11090CECT.2005.9

summany: zecurty iz hecoming one of the most urgent challenges in databasze research and industry, and there
hiaz alzo been increasing interest in the problem of building accurate data mining models over aggregate data,
wwhile protecting privacy &t the level of individual records. Instead of building walls around servers or hard drives,
a protective laver of encryption is provided around specific sensitive data tems or ohject=. This prevents outzide
attacks az well az infitration from within the zerver itzelf. This alzo allows the security administrator to define
wwhich data stored in databaszes are zenzitive and thereby focusing the protection only on the senstive data,
wwhich in turn minimizes the delays or burdensz on the system that may occur fram ather bulk encryption methodsz.
Encryption can provide strong securty for data at rest, but developing a database encryption strategy must take
tmany factors into consideration. We present column-level databasze encryption as the only solution that i= capable
of protecting against external and internal threatz, and at the zame time meeting all regulatory reguirements. We
uze the key conceptz of zecurity dictionary, type tranzparent cryptography and propose solutions on how 1o
transparertly store and zearch encrypted databasze fields. Different stored data encryption stratedies are
autlined, =o vou can decide the best practice for each situation, and each individual field in your database to
hiandle different zecurty and operating requirements. Application code and databaze schemas are sensitive to
changes inthe data type and data length, the paper presents a policy driven solution that allows transparent data
level encryption that does not change the data field type or lencgth.



PCI 3.1 Keep cardholder data storage to a minimum.

PCIDSS Requirements

3.1 keep cardholder data storageto
aminimum. Develop a data retention and
disposal policy. Limit storage amount
and retention time to that which is .
requiredforbusiness, legal. and/or

regulatory purposes. as documentedin

the data retention policy.

3.1

91

Testing Procedures

CObtain and examinethe company policies and
procedures for data retention and disposal, and perform the
following

Verifythat policies and procedures include legal,
regulatory, and business requirements for data
retention, including specificreguirements for
retention of cardholderdata (forexample,
cardholderdata needsto be heldforX pericdfory
businessreasons)

YVerifvthat policies and procedures include
provisions for disposal of datawhen no longer
neededforlegal. regulatory, orbusiness reasons.
including disposal of cardholder data

YVerifythat policies and procedures include
coverageforall storage of cardholder data

Verifythat policies and proceduresinclude a
programmatic (automatic) process to remove, at
leaston a quarterly basis, stored cardholderdata
thatexceeds business retenticn requirements, or,
alternatively, requirements for a review, conducted
atleast on a quarterly basis, to verifvthat stored
cardholderdata does not exceed busingss
retention requirements

C ) protegrity



PCI 3.2 Do not store sensitive authentication data

PCIDSS Requirements

3.2 Cio not store sensitive
authentication data after autharization
(even if encrypted).

Sensitive authentication data includes the
data as cited in the following Requirements
3.2 1through 3.2.3:

3.2.1 Do not store the full contents of
anytrack framthe magnetic stripe
(located onthe backof a card, contained
ina chip, or elsewhere). This data is
alternatively called full track, track, track
1.track 2, and magnetic-stripe data.

Note: In the normal course of business,
the fallowing data elements from the

magnelic stripe may need to be retained:

» The cardholders name,

» Primary account number (FAN),

» Expiration date, and

v Zervice code

To minimize rigk, store only these dala
elements az needed for business.
Note: Zee PCI DSS Glossary of Terms,

Abbreviations, and Acronyms for
additional information.

92

Testing Procedures

3.2 If sensitive authentication datais received and
deleted, obtain and reviewthe processesfordeleting the
datato verifvthat the data is unrecoverahble.

Fareach item of sensitive authentication data below,
performthe following steps:

3.21 Forasample of system components, examine the
following and verifvthatthe full contents of anvtrack from
the magneticstripe onthe back of card are not stored
underany circumstance:

» |ncomingtransaction data

»  Alllogs (for example, transaction, history,
debugging, error)

v Historyfiles

»  Tracefiles

v Severaldatabaseschemas
»  [Database contents

=

) protegrity



PCI 3.3 Mask PAN when displayed

PCIDSS Requirements

3.2.2 Donotstorethe card-
verification code orvalue (three-
digitor four-digit number printed on
thefrontor back of a pavment
card) usedto verify card-not-
presenttransactions.
MNote: See PCIDSS Glossary of
Terms, Abbreviations, and
Acronvms foradditional
information.

3.2.3 Donotstorethe personal
identification number (FIM) orthe
egncrypted PIM block.

3.3 Mask FAMN when displaved
(thefirst six and last four digits are
the maximum number of digits to be
displayed).

Notes:

v Thisrequirementdoes not apply o
employees and otherparties with
alegitimate business need o see
the full PAN.

* Thisrequirementdoes not
supersede stricterrequirements in
place fordispiays of cardholder
data—iorexamgle, for point-of-
sale (POZE) receipts.

Testing Procedures

3.2.2 Forasampleof system components, verifvthat
the three-digit or four-digit card-verification code orvalue
printed on the front of the card or the signature panel
(CVVZ, CVCZ, CID, CAVZ data)is not stored underany
circumstance:

* |ncomingtransaction data

v Alllogs iforexample, transaction, history,

debugging, error)

»  Historvfiles

v Tracefiles

v Sgveraldatabase schemas

v [Databasecontents

3.2.3 Forasample of system components, examine the
following and verifvthat PIMs and encrypted PIM blocks
are not stored under any circumstance:

* |ncomingtransaction data

*  Alllogs (forexample, transaction, history,
debugging, error)
Histaryfiles
Tracefiles
Several database schemas
Database contents

3.3 Qbtain and examins written policies and examing
displays of PAM (for example, onscreen, on paperreceipts)
toverifvthat primary account numbers (PARNS) are masked
when displayving cardholder data, exceptforthose with a
legitimate busingss nesdto seefull FAN.

=
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PCIl 3.4 Render

PAN unreadable anywhere it is stored

34

PCIDSS Requirements

Render FAR, at minimum,

unreadable anvwhere itis stored
(including on portable digital media,
backup media, inlogs) by using any
of the following approaches:

One-way hashes basedon
strong cryptography
Truncation

Indextoksns and pads (pads
must be securely stored)
Strong crvptography with
associated key-management
processes and procedures

The MIMIMUK account infarmation
thatmust be rendered unreadableis
the PAR.

MNotes:

If for some regson, 8 company is
unable renderthe PAN
unreadable, referto AppendixB:
Compensating Controls.
“Strong cryptography”is defined
inthe PCIDSS Glossary of
Terms, Abbreviations, and
ACTONYMmas.
3.4.1 Ifdisk encryptionis used
(ratherthanfile- or column-level
database encryption), logical
access mustbe managed
independently of native operating
svstem access control
mechanisms (for exampls, by not
using local user account
databases). Decrvplion kevs must

Testing Procedures

J4.a CObtainand examine documentation aboutthe
svstemn usedto protect the PARN, including the vendar, type
of system/process, and the encrvption algorithms (if
applicable). Verifythatthe PAM is rendered unreadable
using one of the following methods:

»  One-wavhashes based onstrong crvptography

»  Truncaticn

» Indextokens and pads, with the pads being
securely stored

v Strong crvptography, with associated key-
management processes and procedures

J4.b Examinegseveraltables orfilesfrom a sample of
data repositories toverifythe PARM is rendered unreadable
(thatis. not storedin plain-text).

J4.c Examinsasample of removable media (for
gxample, back-uptapes)ito confirmthatthe FAM is
rendered unreadable.

J4d Examingasample of auditlegsto confirmthatthe
FAM s sanitized or removed fromthe logs.

JA1.a  Ifdiskencryptionis used, verifythat logical
accessto encryptedfile systems is implementad via a
mechanismthatis separate from the native operating
systems mechanism (forexample, notusing local user
accountdatabases).

JAADL  Verifythatcryptographickeys are stored
securely (forexample, stored on removable media thatis
adequately protected with strong access controls ).

=
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PCI 3.5 Protect cryptographic keys

PCIDSS Requirements

notbe tiedto useraccounts.

3.5 Protectcrvptographic kevs
usedfaorencryption of cardholder
data againstboth disclosure and
misuse:

3.51 Restrict accessto
cryptographic keys to the fewest
numberof custodians necessary.

J.h.2  Storecrvptographicksvs
securelyinthe fewsstpossible
locations and foarms.

3.6 Fully document and
implement all key-management
processes and procedures for
crvptographickeys usedfor
encryvption of cardhelder data,
includingthe following:

J.6.1  Generation of strang
cryptographic keys

J.6.2 Securscryptographic key
distribution

3.6.3 Securecryptographic key
storage

Testing Procedures

J41.c  Verifvthatcardholder data on removable media
is encrypted wherever stored.
MNote: Disk encryption aften cannat encryot removable
media, so data stored on this media will need to be
encryoted separately.
3.5 Verifv processesto protect kevs used forencryption of
cardholder data against disclosure and misuss by
performingthe following

3.51 Examine useraccessliststo verifvthat access to
kevs is restricted to very few custodians.

3.5.2 Examine svstem configuration files to verifv that
kevs are storedin encrypted format and that key-
encrypting kevs are stored separately from data-
encrypting keys.
J.6.a Werifvthe existence of kev-management procedures
forkeys used forencrvption of cardholder data.
Note: Numerous industiy standards for key management
are available from various resources including NIST, which
can be found at hifpAesrc.nist gov.
J.6.b Forservice providers only: If the service provider
shares kevs with their customers fortransmission of
cardholderdata, verifvthatthe service provider provides
documentation to customersthatincludes guidance on how

to securely store and change customer's kevs (usedto
transmit data between customerand service provider).

3.6.c Examingethe kev-management proceduras and
perform the following:

361 Verifvthatkev-management procedures are
implementedto require the generation of strong keys.

J.6.2 Verifvthatkev-managementprocedures are
implementad to require secure key distribution.

3.6.3  Verfyvthatkey-managementprocedures are
implementad to require secure kev storage.

95
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PCI 3.6 Fully document and implement all key-management
processes and procedures

PCIDSS Requirements

3.6.4 Periodiccrvptographic key

changes

v Asdeemesdnecessaryand
recommended bythe
associated application (for
example, re-keving);
preferably autcmatically

= Atleastannually

3.6.5 Refirementorreplacement
of old or suspected compromised
cryptographickeys

3.6.6 Splitknowledge and
establishment of dual contral of

cryptographic keys

3.6.7 Prevention of unauthorized
substitution of cryptographic keys

3.6.8 Requirementfor
cryptographic key custodians to
sign aform stating that they
understand and accepttheir key-
custedian responsibilities

Testing Procedures

J.6.4  Verfvthatkeyv-management procedures are
implemented to reguire pericdic kev changes atleast
annually.

3.6.5.a Verfvthatkev-management proceduras ars
implemented to require the retirement of old kevs (for
example: archiving, destruction, and revocation as
applicahble).

J.6.5.b Verifythat the kev-management procedures are
implemented to reqguire the replacement of Known ar
suspected compromised kKevs.

J.6.6  Verfvithatkeyv-management procedures are
implemented to require split knowledge and dual control of
kevs (forexample, requiring two orthree pecople, each
knowing only their own part of the key, to reconstruct the
whole kev).

J.6.7  Verfvthatkeyv-management procedures are
implemented to reguire the prevention of unauthorized
substitution of kevs.

3.6.8  Verfythatkey-management procedures are
implemented to require keyv custodiansto sign a form
specifvingthatthey understand and accept their kev-
custodian responsibilities.

=
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Online Exposure?

Insider incidences were much larger in terms of the amount of data compromised.

*Hacking and malcode proved to be the attack method of choice among cybercriminals,
targeting the application layer and data more than the operating system.

*The type of asset compromised most frequently (82%) is without doubt online data.

2Slide source: Verizon Business 2008 Data Breach Investigations Report

Compromises to online data repositories were seen in more cases than all
other asset classes combined by a ratio of nearly five to one.
*Offline data, networks, and end-user devices were all closely grouped.

Online Data 039

Offline Data 7%,

Networks and Devices 5ug

End-User Devices 7%

0%  10%  20%  30%  40%  50%  60%  70%  80%  90%  100%

Percent of breaches in caseload

)
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Cloud Services

Why aren't enterprises falling all over themselves to buy and use cloud services? Is it risk
aversion? Is it a lack of confidence in the service providers? Is it just another version of
the insource/outsource debate? Or is it something else more fundamental as discussed at

Security
53%

Performance

33%
Control

31%
Vendor lock-in
30%
Support
25%
Configurability
18%
Speed to activate new services or expand capacity
17%

% indicating theyre very concerned about these issues

Data: InformarionWerk Anahrics Cloud Computing Survey of 172 basiness 1echnology professionals

considering of maing clond services
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http://www.internetevolution.com/document.asp?doc_id=170782&image_number=1

What is The PCI Knowledge Base?

Over 300 Hours of 100%
Anonymous Interviews

Industry-specific Best with PCI Experts

Practice Partners

Panel of PCI Experts who
Answer Questions in our

(e.g., NRF, NACS) \ Discussion Forums
-ontent Sponsors (IT and Weekly Webinar serie:s
payment vendors) fund <= -> on PCI, PA-DSS,

our research "“W“‘:“QE bAse security & compliance
PCI S'olutiops: Catalog of Education products and
. I|nk.ed .to g Reports and Subscription S A A
research findings P P PCI KB,” with Partners

Services on Compliance
Trends and Opportunities

Source: PCI Knowledge Base, March 2009




Based on Over 300 Hours of 100% Anonymous Interviews — Not a Sur

Interviews with merchants focus on be:
practices, experiences, QSA and venda
feedback, budgets and priorities.
OF1000 Retailers
B SME Retailers
HQSAs
@O Payment Processors
300+ B Banks
Hours

H Retail Consultants
B IT Providers

OE-Comm Retailers

B Hospitality
O Other Merchants

\l_

Interviews with QSAs, consultants and
providers focused on vulnerabilities, ri:
and technology adoption trends.

Source: PCIl Knowledge Base, January 2




Over 90% of Retail Security Breaches Due to SW POS or Shopping C.

Check to be sure all your service
providers are currently PCI
Software POS compliant, because it will reduce
71% | the risk of a security breach.

Shopping
Cart, 21%

Hardware

Source: Verifone, 200€




Show Common Brick & Mortar and E-Commerce Security Vulnerabilit

*CR Tampering *Outdated Wireless *Network Access Eavesdropping *Unencrypted
Installed Skimmers Encryption (WEP) *SQL Injection on restaurant or *Network Acce
*Cameras corporate *Chargeback F

Shared Passwords networks

POS
Terminals
Restaurant

Merchant
Servers

A :
cquirers Is

2 estaurang' l
Web ;

Site
Franchisee /
Restaurant Web l
PCs Site

Payment
Terminals

*Credit Card Data *Weak Access Control
*PIN Pad Tampering *MSR Track Data *Firewalls “Open”
*Handheld Skimmers *TLog Files *AV Not Up-to-Date *Not Updated *Unencrypted
*Social Engineering *Reports Data *Log files Disabled Network IDS / IPS *Network Acce
*Unsecure Apps *Password Guessing *Poor Key Management *Unsecured Ports *Chargeback F

Source: Adapted from Verifone, 2008
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PCl is Not Just About POS - It’s Affects the Entire Company, and Mo

Business policies and procedures for handling CC data
Service
IT Infrastructure of the “Cardholder Environment” Providers
Must be PCI
Configuration of these Apps Compliant
PIN Entry Devices must be
PCI PED compliant : :
J Running fully compliar
_ apps does not make th
Payment Apps must be PA- 7~ whole company compl
DSS compliant (if packaged) T~
Or PCI-DSS (if customized) . The "new standards” a
PA-DSS and PCI PED.
i Most firms do not yet
must be PCI-DSS compliant comply with them.
must be PCI-DSS compliant The “multi-level” proce
makes “outsourcing P
must be PCI-DSS compliant complex proposition.

Source: PCI Knowledge Base, March 2
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Implement Enterprise Key Management for Needed Confidential Dat

Current vs Potential Use of Enterprise Key Mgmt

100% Larger retailers have already

made major efforts to reduce the
number of confidential data
repositories, in DBs, in Apps,
and in the ability to download
confidential data to PCs.

80% +|

Implement a centralized, automated
management process for encryption

60%

40%

20% +

F1000 SME

EPotential Adoption
OUse as of 4Q08

Best keys, particularly if the encryption ke
- are native to each application, OS5, o
Practl_ce_ DB. This is the best way to effectivel
Desc”ptm" meet the split knowledge and key
rotation requirements of PCI without
major outages.
Level of $25,000 — 125,000, or more, fol
Investment | enterprise key management.
Potential $50,000 — 200,000 if implement
Savinas after a QSA finds a problem an
9 recommends a different tool.
F1000 retailers who have data
Best for encrypt across multiple system:
where the data is handed off.
E:iﬂa& ner IT Infrastructure
PCl Regmts
Met 3.6

Source: PCI Knowledge Base, January 2




Upgrade Access Controls To Secure Virtualized Servers

Current vs Potential Use of Secure, Virtualized Servers

100% Server virtualization is saving

money in the data center, but
deployment in the cardholder
environment has been limited, as
tracking access to confidential
data requires IDS/IPS, and access
control upgrades.

80% 4

60%

40%

20%

0%
F1000

@ Potential Adoption
OUse as of 4Q08

o At

Ensure that as you implement server
desktop virtualization in the cardholds

Best environment and for other servers wi
Practice confidential data that intrusion and
Description | @ccess controls have been upgraded
enable tracking of individual access t
confidential data.
10K - 40K, for security control
Level of 3 rades, but this inc:rgases as
Investment Pg ’ :
servers protected increases.
$10K — 50K, primarily on manu:z
Potential tracking, monitoring, but some
Savings savings on PCI audit, through
better reporting tools.
Best for Larger companies.
Prima L
y IT Infrastructure and application
Dept Owner
PCl Regmts 294
Met

Source: PCI Knowledge Base, March 2




Tokenization: Reduce Scope via Data Centralization & Outsourcing

|

o [
U 4

U

[

(Virtual) Shopping Call Sales Loss
POS ] { Cart Center GLUARLAP Audit Prevention

FRONT OFFICE APPLICATIONS BACK OFFICE APPLICATIONS

| - |
“Real” Dat>Fecure Data Storagej “Fake” Da%
v~ __Mgmt & Retrieval

PAYMENT PROCESSING

ISO/ Payment Acquiring
Processor Gateway Bank

Source: PCIl Knowledge Base, Marct




Trend: Major Shift in Favor of Tokenization as Enterprise Strategy

100%

80%

60%

40%

20%

" reducing risk to all types of confidential data.

Since June 2008, our interview data has shown a major shift in how merchants,
payment processors and PCl assessors view tokenization. Beyond just understanding
and embracing the technology for card data, companies are viewing it as a strategy for

v

0% -

Enterprise POS Trial Considering No Plans

[1Jun-08 B Dec-08

Source: PCI Knowledge Base, March 2
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Manage the Impact of PCl & PA-DSS on POS, ERP, CRM and SaaS Ap

Most ERP vendors use 3" party

payment SW to avoid having their
apps in scope for PA-DSS. _ || Log Management 5
o) c
Modularized 2 Modularized || %
. " - - @
ERP Application S Application || F
>
Financial & Accounting é’; E-Comm||Payment|| &
; @ || Module || Module || 3
Materials Management 5 3
Production Planning Key Management
Order Entry /
E-Commerce /\
Purchasing Module |
Bolt-on or E-comm and payment vendors
Financial Control usually have no problems with
T == Payment Outsourced change control and security
Distribution/Logistics Module Payment testing, but key management
Asset Management Functions and log management are issues.

Vendors affected: Payment providers to
SAP, Oracle Apps, Infor Global, Sage,
Microsoft Dynamics, Lawson, Epicor, QAD Source: PCI Knowledge Base, November 2




Best Practice: Segment Network Against Downloaded Malware

Key controls to improve security and reduce
PCI compliance costs: Internal firewalls to
segment your in-store and home office network

POS Devices N

Internal E).(ternal File Shari
Firewall Firewall w/ Malwa

Back Office Office PC
POS Controller (Web Browsing)
POS
Controller
Under II
Counter Any systems that collect, process or store card
data, or any systems that are connected to BotNe
those systems must meet all 12 PCI controls Attacke

Source: PCI Knowledge Base, November 2008
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Automate Log Management and Integrate with SIM Analytics

100% -

80%

60%

40%

20% +

Current vs Potential Use of automated log mgmt

For those restaurateurs that are
not outsourcing the review of
their logs (which is most larger
restaurateurs), the need to
automate the log review and
add analytics is critical. This
remains one of the weakest PCI
security controls in terms of
actually using the data.

EPotential Adoption
OUse as of 4Q08

Develop a centralized log managem:e
and analysis process. Replace mant
Best log reviews with automated tools. SlI
- tools can be justified based on
Practl_ce_ improved *..ris;tjilit'_n,r and responsivene:
Desc”ptm" to potential security breaches. Inclue
logs from both the wired and the
wireless environments.

Level of $10,000 — 25,000 for projects,
Investment | depending on size & complexity

$20,000 — 200,000 in reduced
assessment costs and security
control cost avoidance costs.

Potential
Savings

F1000 restaurateurs who cannc
Best for segment networks and have ca
data throughout the enterprise.

Primary Network management, with
Dept Owner | support from IT Infrastructure.

PCl Regmts

Met 1,10, 11

Source: PCI Knowledge Base, March 2




Where is the PCI Knowledge Base (www.KnowPCl.com)?

-

WE’'RE A PCI
ggfvmm% hhm"ledae base mm&mw " PANEL OF 9
THE WEBSITE " i PC' ERrEst

LAUNCHEDIN
APRIL 2008 p"stern.ogi:,f‘ Q PCI Nowrs ‘,.‘ a| L #1 Webinar\Selies \Qi\“\\\ &3 OurPartners y. CONTE
e \hclr T-'arm Belom | W N SPONS
WE'VE CONDUCTED 320+ HOURS |, | | - N ! [@ThPuwa b ﬁg)‘{f"
OF ANONYMOUS INTERVIEWS [ emeraed Somos N et
AND HAVE 2000+ MEMBERS I S et G i LIKE
[fasich. e / ' » 025-PCI1.2 f:glt\ \\Bo” = .
INICategunes ;] | h= t ASK QUEST'ONS ;p \ 9 “ ‘\\ \"\\\\ GOOG
O % OF PEERS AND '*| WEHOSTA
-~ :‘ff;’:'.'f'.lf'.";% ASSESSORS IN |  WEEKLY PCI | THE “KNOWLEDGE
& 0\ ‘", OUR FREE PCI RESEACH BASE” IS OUR
SEARCH OUR ;. DISCUSSION WEBINAR PROPRIETARY
e T comeets FORUMS - SERIES » RESEARCH DATABAS
3000 COMMENTS BY W'”” s Reglstarto access nearly 2600 PCIoestpracticl
MERCHANTS, PCI I - e e A EURGHASE OUR
ASSESSORS, BANKS, ‘\1‘?': ”\A \\ P nFIIn vl#lf‘l’lf; Il'“:°l ‘»n X - — LATEST RESEARCH
CARD PROCESSORS ‘Htw JF}IW LATEST PCI ;e‘;gTK;:\:dve B:Znar(;r:::ur::n REPORTS & TREND
AND MANY MORE. :inoir!"l NEWS FEEDS 5 “" ANALYSIS
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