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Agenda

» Understanding the current
cyber threat environment and
what organizations can do to
improve security visibility

» The need for situational
awareness, network forensics
and deeper inspection of
network traffic

» Technology illustrations and
specific cases

» Final thoughts and Q&A
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A malicious software program has infected the computers of
than 2,500 corporations around the world, according to Net
a computer network security firm.

Asla Edition v | Today's Paper = Video = Columns = Blogs = Topics = Journal Community

Home World Asla  Business Markets Market Data JRCTIJ Life & Style  Opinion Mom

Digits Personal Technology All Things Digital

The Washington Post =
e aﬁ Dﬁ SubscRSEEI= . ' : o :
Broad New Hacking Attack Google Gives $2 Million to Applie
TeChn()logy Detected Wikipedia
TECHNOLOGY | FEBRUARY 16, 2010
CLICK HERE to view Mediaplanet' .
eanyeeaagly  Broad New Hacking Attack Detected

NEWS POLITICS | OPINIONS BUSINESS LOCAL SPORTS | AR

Advertisement

Global Offensive Snagged Corporate, Personal Data at nearly 2,500 Companies; Operation
Is Still Running

SEARCH: @ | Search Archi

Article ’ Comments (3)
washingtonpost.com > Technology > Special Reports > Cyber-Securit

Email |2 Pri save This &3 ‘ +M Text | -
More than 75,000 computer systems hat = ™ o ave e 3 & o *JTex
cyber attacks, security firm says 5y SIOBHAN GORMAN
By Ellen Nakashima Hackers in Europe and China successfully broke into computers at nearly 2,500 companies and
Washington Post Staff Writer government agencies over the last 18 months in a coordinated global attack that exposed vast
Thursday, February 18, 2010 amounts of personal and corporate secrets to theft, according to a computer-security company

that discovered the breach.
More than 75,000 computer systems at nearly 2,500

companics in the United States and around the world Th.e dame.lge from the latest cyberattack is.still being assessed, and affected. companies are still

have been hacked in what appears to be one of the being notified. But data compiled b}' NetWitness, the .closely held firm that discovered tr‘1e

largest and most sophisticated attacks by cvber criminals breaches, showed that hackers gained access to a wide array of data at 2,411 companies, from
. g P . y ey L credit-card transactions to intellectual property.

discovered to date, according to a northern Virginia

. &= A Comments View All
security firm. | ’



4

Cisco 2009 Mid-Year Security Report
— Key Findings Summary | y1y,11,
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» Top Threats:

4

»
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Spear Phishing attacks, e.g.
(H1N1/World Cup SPAM)

Poisoned websites and DNS —
“Drive-by” attacks

Pervasive botnet infection (e.g.,
ZeuS / Gumblar / Storm 2.0)

Social Networking / Mobility /
Web 2.0

Cloud Computing — protecting
data

Data exfiltration

ffg‘j‘ NETWITNESS

Product Vulnerabilities (e.g.
Adobe, Microsoft, Oracle )

The Bottom Line

« THREATS ARE ALREADY ON THE

INSIDE

« EXPLOITS THAT MATTER HAVE

ALREADY HAPPENED

404
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The Global Threat Landscape TEQ neTwiTHESS

» Electronic Criminal Groups:
Established Underground Industry
(continued examples of successful
large scale operations)

» QOrganization: Low to High
»  Capability: High
» Intent: High for financial gain

»  “Kneber” ZeuS BotNet — information
sold to anybody

» Nation-Sponsored Activities: From
Intelligence Gathering to Network-
Centric Warfare

» Organization: High
»  Capability: High

» Intent: Connected to national policy » Increasing interest from radical /
» Operation Aurora, Titan Rain, etc. extremist groups in cyberterror

»  “Hacking as a service”

» Non-State Actors

40
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What Do These Organizations Want? e NETWITNESS

» Nation-sponsored attacks on anything
(critical infrastructure, defense industry
base, etc.)

» Designer malware directed at end users
through spear phishing attacks

» Covert channels and obfuscated
network traffic

» Low and slow data exfiltration
» Rogue encryption

» Qrganized criminal group attacks

»  Data from retail and banking POS and
ATM systems

» Infiltration of transaction processing
systems in multiple industry sectors

»  Application layer, database and
middleware systems with deep
“personal information” and other “key”
attributes
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The Underground Economy BER neTwiTnESS

Drop Sites
Payment

Gateways

eCommerce .
eCurrency Gambling

Site
Phishing Keyloggers

" | ] Wire
Validation Transfer

Botnet Botnet Service
Owners Services (Card Checkers) — EEEE—
Retailers Drop

Service

Malware Data Data
Distribution Acquisition Mining & Cashing
Service Service Enrichment

ey
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The Underground Data Marketplace

Quantity

m NETWITNESS

Price List: VISA, MasterCard USA (with cvv2 code)

Price in SUSD

KONnMYecTBo naeHTudbUKaLns ueHa B $USD
5-50 eCTb B Npoaaxe 5.0
51-100 eCTb B NpoAaxe 4.5
101-500 eCTb B Npoaaxe 4.0
501-1000 eCTb B NpoAaxe 3.0
1001-5000 eCTb B NpoAaxe 2.0
6onee 10000 eCcTb B Npoaaxe nuwunTe

Call for Bulk Pricing

Ecmu Bam myxHO 601ee 10000 kapt, cBskuTeCH ¢ HaMH, it Bac Oymer

OTACIIbHAS CKUIKA

(Other providers sold separately)
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Advanced Persistent Threats (APT) e NETWITNESS

¢ » Advanced - the adversary
can operate in the full
spectrum of computer
Intrusion

» Persistent - the adversary is
driven to accomplish a

mission
BN » Threat - the adversary is:
Ve , :
> Motivated

v

Analysts speak of multiple
"groups" consisting of
dedicated "crews" with
various missions

Source: Tao of Security Blog
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So, Why Are Security Teams Failing to Detect

APTs?

» People

» Underestimate the complexity
and capability of the threat
actors

»  Security teams lack appropriate
knowledge and experience

» Process

» Organizations have misplaced IT
measurements and program
focus

® j.e. focus on compliance vs.
effective security operations
and threat intelligence

» Technology

» Current infrastructure is not well
suited to fight APT

» Holes in network visibility

10 | Copyright 2010 © All rights reserved. NetWitness Corporation
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Google hackers duped system administrators to ¢ re
penetrate networks, experts say

By Ellen Nakashima
Washington Post Staff Writer
Wednesday, April 21, 2010; A15

The hackers who penetrated the computer networks of Google and more
than 30 other large companies used an increasingly common means of
attack: duping system administrators and other executives who have access
to passwords, intellectual property and other information, according to
cybersecurity experts familiar with the cases.

"Once you gain access to the directory of user names and passwords, in
minutes you can take over a network," said George Kurtz, worldwide chief
technology officer for McAfee, a Silicon Valley computer security firm that
has been working with more than half a dozen of the targeted companies.

Figuring out whom to target and how is the result of research, said Shawn Carpenter, a principal forensics analyst at the
security firm NetWitness whose former job involved trying to hack into government agencies' Web sites to help them find
their weak spots. "One of the first things we do is build up a dossier," he said. "What conferences has this person spoken at?
What people do they know? Are they likely to open up this type of e-mail attachment if I spoof it as coming from a person
who has sat on a panel with them?"

The essence of the attack is "exploiting those human tendencies of curiosity and trust,” Carpenter said.

The targeting of personnel is only one aspect of a larger, more sophisticated operation that involves planning the mode of
attack, reconnaissance inside a company's network, deciding what type of data to go after, and harvesting and analyzing the
data, experts said.

"There's a life cycle of activities that occurs, involving many steps, both with human intelligence and electronic intelligence,
to ultimately penetrate these organizations," said Eddie Schwartz, NetWitness's chief security officer. "When you're
combining all of these techniques, this is the work of a highly organized group or groups that has specific targets in mind."

Staff researcher Julie Tate contributed to this report.
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PEOPLE: Has Regulatory Compliance

ey
|mproved Security Posture? VoA NETWITNESS

CIO - Info Week

CISO - CSI

Strongly 3 5 Strongly
Disagree Agree

Source: Pam Fusco
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PROCESS: Do I/T Metrics Support Advanced

-
Threat Management? RN NETWITHESS

RI1SK=

X
Assets X
Yulnerabivties
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TECH_NOLO_GY: The Gaps in Status Quo NE3 NETWITNESS
Security - Firewalls .
» Intent » Reality
» Prevent or limit unauthorized » Attackers use “allowed
connections into and out of paths” (DNS, HTTP, SMTP,
your network etc) to provide reliable and

hard to detect C&C and
exfiltration channels.

» Even worse

» Using encrypted tunnels to
provide “reverse-connect” for
full remote control capabilities.

» Some firewall technology is
just beginning to evolve
towards the application layer —
but still susceptible to evasion

404
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13 | Copyright 2010 © All rights reserved. NetWitness Corporation



The Gaps in Status Quo Security — A/V HE neTwiTNESS

» Intent » Reality
» Prevent malicious code from » Most anti-malware
running on an endpoint technologies are signature-

based, requiring constant
signature updates, often lag

» Even worse

» eCrime crews create custom
malware for high value targets
and for routine campaigns,
less likely to have timely
signatures

From an A/V vendor forum...

Just a question on signatures...

' Does the signature team not do Zeus/ZBot configuration files? We
have submitted a number (20+) of ".bin" files over the last 6-B weeks
but have yet to see these files detected using "Official" signatures.

Should we not submit these files? gOOd questlon’ Tom|

Tom
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The Gaps in Status Quo Security BE3 NETWITNESS
— IDS/IPS .
» Intent » Reality
» Alert on or prevent known » Attackers are using
malicious network traffic obfuscation methods to

prevent IDS signatures from
recognizing malicious traffic

\ and client-side attacks that
don’t do “network-based”

exploitation

» Even worse

> Intrusion Prevention Systems
are largely left unimplemented
or crippled due to fears of
business impact

ey
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The End of Security? Nah.... HE NeTwITNESS
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Cyber Defense in 2010 and Beyond
— What is Required?

» Advanced threat detection and
response requires a different
approach:

» 24 x 7 SITUATIONAL AWARENESS

»  Applying the science of NETWORK
FORENSICS to the art of incident
response

»  Application-layer threat context and
intelligence

» Enable security teams to view
network traffic as conversations
instead of individual packets or
groups of IP addresses

» AGILITY to extend architecture to
address emerging threat trends and
integrate the intelligence of open
and classified threat sources

40
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Implementing Next Generation Intrusion

.
Detection, Analysis and Response Y3 NETWITNESS

» »  Which security controls are being
e subverted in real-time?

ey 7 » What is the magnitude of this Trojan or
malware incident?

/ » Who is communicating with the enemy,
Y. cyber criminals, or other inappropriate
" entities

» Who is using policy evasion
technologies such as TOR, ultrasurf, or

PGP encryption?
» What is the potential source of an
» Why is our top destination today a attack or breach (attribution)?
foreign IP address and protocol with » How is data leaving our organization
whom we never communicate? (exfiltation)?
» Why is our top destination port 153477 5 \Who is using Skype and other
» How can | be sure this cyber incident technologies to transfer files out of our

is a false positive? network?
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Understanding Advanced Threat Activity T NETWITNESS

\

R

THREE USE CASES:

* Website Drive By

e Spear Phishing Attack

* Understanding BotNet Activity

ey
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Examining Advanced
Threats

SN A “Drive-By” Attack
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Q\Netwnness Investigator 8 - =X
¢ Collection Edit View Bookmarks History Help

IAII Data I'—I ’ BOTExamination J@@ :l =4

@ febWelcome (3| @ BOTExamination @) 4bx
a2
2
S 2009-07-18 08:48 >
Feed Name (1 item) =
sans (2)
Feed Category (1 item) H
associated malware (2) H Igh DNS cou nt
.
Alerts (4 items) Hl h SMTP count
non http over port 80 (934 Fsn (500) - cdn Wlengmgo, stopping parse (51) MOSt'Y MX servers
k62) - SMTP (6,838) - P (848)-SMB (740) - NETBIOS (470) - DHCP (3) - YAHOO IM (1) —

(4 items)
sendto (3,250) - put (1,177) - sendfrom (614) - get ;ﬁg

liases (20 of 6635 items)
mindspring.com (536) - mx4.mindspring.com (488) - mx3.mindspring.com (482) - mx1.mindspring.com (481) - mx2.mindspring.com (481) - xor1 (336) - yahco.com (289) - amx.mail.yahoo.com (283) -
d.mx.mail. yahoo com (283) - f.mx.mail.yahco.com (282) - g.mx.mail.yahco.com (280) - b.mx.mail.yahco.com (279) - c. mx.mail.yahco.com (279) - e mx.mail.yahco.com (278) - mx2.hotmail.com (265) -
52) - mx1.hotmail.com (260) - mx4.hotmail.com (258) - hotmail.com (236) - mailin-04.mx.aol.com (213) [more]

Errors (8 items)
access denied (379) - not found (16) - method not allowed (12) - forbidden (9) - bad request (3) - request entity toc large (4) - unauthorized (2) - not implemented (1)

Source Country (20 of 47 items)
united states (597) - germany (16) - russian federation (16) - ukraine (12) - united kingdom (12) - canada (10) - australia (7) - romania (6) - italy (5) - japan (4) - france (3) - poland (3) - spain (3) - sweden (3) -
switzerland (3) - austria (2) - belarus (2) - belgium (2) - bulgaria (2) - hong kong (2) [more]

Destination Country (20 of 99 items)

united states (31,369) - russian federation (695) - united kingdom (449) - germany (401) - canada (305) - australia (302) - france (248) - poland (212) - ukraine (158) - romania (149) - italy (145) - china (131) -
netherlands (131) - brazil (104) - sweden (97) - india (93) - spain (80) - japan (79) - bulgaria (77) - korea, republic of (71) [more]

Source Organization (20 of 173 items)

internet access peint corporation (197) - lunde cognative services (73) - margolis health enterprises (67) - internet specialties west (62) - america online (21) - microsoft corp (21) - inktomi corporation (14) -
. google (13) - comcast cable (10) - oo crymcom (10) - earthlink (7) - road runner (7) - at&t internet services (6) - kbs internet, wholesale isp /dsl provider (6) - cutblaze Itd. (5) - postini (5) - theplanet.com internet
S services (3) - yahoo! broadcast services (3) - universitaet mannheim (4) - yahoo! (4) [more]

Destination Organization (20 of 1731 items)

internet access peint corporation (10,002) - margolis health enterprises (4,749) - internet specialties west (3,390) - lunde cognative services (2,214) - microsoft corp (1,207) - america online (906) - halstad
telephone company (818) - altavista company (671) - google (640) - at&t internet services (593) - inktomi corporation (454) - postini (399) - yahoo! (341) - yahoo (337) - road runner (332) - comcast cable (314) -
earthlink (307) - yahoo! broadcast services (210) - cox communications (139) - kbs internet, wholesale isp /dsl provider (135) [more]

E-mail Address (20 of 2367 items)
jerry@osu.edu (9) - sgazdik@westriv.com (9) - gak®mlode.com (8) - magnelov@quintiles.com (8) - scnn.nguyen®alconlabs.com (8) - yakov&cisco.com (8) - dawn.buey.price@towersperrin.com (7) -
geerd.philipsen@t-online.de (7) - wiens@cs.rice.edu (7) - alexeytim@null.ru (6) - anh.dung.nguyen@philips.com (6) - asullivan@atsystemsinc.com (6) - bchapman@davidchapmanagency.com (6) -

borgesmaS1@ms24.hinet.net (6) - c101j@soecon.ru (6) - craigg@airmail.net (6) - d_p@bigmir.net (6) - eikeller@w.ctc.net (6) - eileen.ceisel@pearsoned.com (6) - franklin@pip.ru (6) [more]

—
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Initial Glance
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@, netwitness I

nvestigator & - BaX

i Collection Edit View Bookmarks History Help

[AII Data

uoRa3|ied

[/

(=) e Welcome L3 ‘e BOTExamination a| ‘rx

CUNTTIUNICALUIS (133) = K5 HILEHTITL, WIUITSaIc 131 Ut i uvia

2009-07-18 08:48 >
_— Al

quintiles.com (8) - sonn.nguyen®alconlabs.com (8) - yakov@cisco.com (8) - dawn.buey.price@towersperrin.com (7) - geerd.philipsen@t-online.de (7) -
s.com (6) - asullivan®atsystemsinc.com (6) - bet davidch 1cy.com (6) - borgesmas1@ms24.hinet.net (6) - c101j@scecon.ru (6) - craigg@airmail.ne
soned.com (6) - franklin@pip.ru (6) [more]

Extensio »
<none> (749) - png (288) - htm (247) - php (17) - dIl (8) - gif (7) - jpg (7) -js (B) - css (

Coment Tyme (1 e 2300+ email addresses

message rfc822 (614) - text/html (438) - application/x-vww-form-urlencoded (217) - image/ gif (8) - image /jpeg (6) - application/x-javascript (4) - image /png (2) - text/css (2) - text/javascript (2) - application /octet-stream (1)

E-mail Address (20 of 2367 items)
jerry@osu.edu (9) - i riv.com (9) - gak@rm .com (8) -
wiens@cs.rice.edu (7) - alexeytim@null.ru (6) - anh.dung.nguyen
(6) - d_p@bigmir.net (6) - eikeller@wctc.net (6) - eilee

Client Application (2 items)
mozilla (774) - mozilla/4.0 (34)

DNS Record Type (7 items)
QUERY (19,294) - A (17,356) - NS (12,527) - MX (6,415) - SOA (913) - AAAA (503) - CNAME (79)

DNS Record Count (20 of 33 items)
2(16,932)-1(4,941)-5(3,466)-0(2,108)-16 (1,670)- 7 (1,306) -8 (1,016) -6 (921) - 9 (845) - 15 (723) - 12 (643) - 4 (536) - 28 (372)- 10 (371)- 13 (332)- 3 (329)- 11 (260)-22 (241)- 18 (218)- 14 (163) [more]

Source IP Address (20 of 259 items)

192.168.1.107 (37,275)-192.168.1.131 (1,598) - 63.247.96.3 (197) - 208.229.189.160 (67) - 207.178.128.21 (62) - 192.168.1.132 (22) - 207.69.189.217 (21) - 207.69.189.220 (18) - 207.69.189.218 (17) - 207.69.189.219 (17) -
192.168.1.1 (16) - 98.137.54.237 (11)- 193.238.110.165 (10) - 65.55.92.136 (9) - 68.142.202.247 (7) - 66.196.97.250 (6) - 65.55.37.104 (5) - 76.96.62.116 (5) - 205.188.109.56 (5) - 206.190.53.191 (5) [more]

Destination IP address (20 of 3591 items)

63.247.96.3 (10,002) - 208.229.189.160 (4,749) - 207.178.128.21 (3,390) - 192.168.1.107 (2,381) - 206.10.30.101 (817) - 207.69.189.217 (562) - 207.69.189.218 (559) - 207.69.189.220 (547) - 207.69.189.219 (546) - 192.168.1.131
(537)-216.39.53.1 (334) - 67.195.168.31 (323) - 98.137.54.237 (301) - 65.55.37.120 (227) - 65.55.37.88 (221) - 216.39.53.3 (205) - 66.196.97.250 (204) - 206.190.53.191 (201) - 209.191.88.247 (200) - 65.55.37.104 (199) [more]
TCP Destination Port (20 of 480 items)

25 (smtp) (15,266) - 80 (http) (1,779) - 139 (netbios-ssn) (1,643) - 993 (imaps) (2) - 1488 (2)- 1587 (2)- 1710 (2) - 2040 (2) - 2243 (2) - 2367 (2) - 2909 (2) - 2934 (2) - 3099 (2) - 3181 (2) - 3518 (2) - 3605 (2) - 4180 (2) - 4252 (2) - 43527
(2) - 443 (https) (1) [more]

UDP Target Port (20 of 757 items)

53 (domain) (18,967) - 138 (netbios-dgm) (80) - 137 (netbios-ns) (37) - 17681 (21) - 67 (bootps) (3) - 1207 (2)- 1268 (2)- 1309 (2)- 1414 (2)- 1862 (2)- 1956 (2) - 2353 (2)- 2849 (2)-2922(2)- 3413 (2)- 3558 (2)-4090(2)- 4387 (2
54567 (2)-1035 (1) [more]

Ethernet Source (5 items)

00:0B:DB:9A:30:A7 (37,275) - 00:26:08:E0:45:4E (1,598) - 00:16:01:12:CE:68 (759) - 00:0C:29:CB:98:42 (22) - 00:14:BF:5C:38:FC (2)

Ethernet Destination (7 items)
00:16:01:12:CE:68 (36,594) - 00:0B:DB:9A:30:A7 (2,381) - 00:26:08:E0:45:4E (537) - FR.FF.FFFF.FFFF (97) - 00:0C:29:CB:98:42 (44) - 00:1A:92:6F:4C:37 (2) - 00:14:BF:5C:38:FC (1)

ree " Single email subject Randomly generated filenames

IP Protocol (3 items)
UDP(19,874)-TCP(19,181) -1

Directory [open]

|

Filename (20 items)

.dll (7) - acafuuvt.png (2) - agaiwj.png (2) - aimtsv.htm (2) - akawwtv.png (2) - anhpvamif.png (2) - arvfwybuing.png (2) - aurdtuywp.png (2) - axlumks.htm (2) - belfdvthrbd.png

1) - index.php (14) - adsadcli
N 2) - bkzlclczwech.png (2) - bledvo.htm (2) - brglpg.htm (2) - bssox.png (2) [more]

(2) - bfk.png (2) - bjzru; .htm (2) - bkelznaeioat.ht:

Subject (1 item)
welcome brother! (614)

\
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Email Content Review $¥ud NETWITNESS

» Indicators show malware is spamming: White Supremacy Forum

63, Target 64.18.4.14

= sl el = I SN S T I = O PO 1B

From: "Dennis Dillard" <magnelov@quintiles.com>
Ta: < sgazdik @westriv.com:>

Subject: Welcome brother!

Date: Sat, 18 Jul 2009 07:21:24 -0500

maore

Greetings brother!

The White Nationalism community would like to Welcome you
to our new Whites-only web forum.

Here we discuss ways to deal with the jewish menace
and the mud people invasion.

Click the link below to visit our site:
http://f2bbs.com/

» But what about the random filenames?

23 | Copyright 2010 © All rights reserved. NetWitness Corporation
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Random Filename Analysis
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Deyamelear |
RNetWitnessInvestigatorS / DrEdULTUI ID o= x

Action Event (2 items)
[aury -

i Collection Edit View Bookmarks History Help

#ll Data |=]| BoTExaminatio
@ mM‘QBDTExamlnalion QH rx
¢ SRR
g

009-07-17 14:24 2009-07-18 08:48 >

~
Service Type (2 items) _l
HTTP (808) - SMB (433)

Hostname Aliases (20 items) \ Li kely HTTP

adoresong.com (14) - guide.opendns.com (14) - labs.idefense.com (7) - col.stb.s-msn.com (3) - rad.msn.com (3) - wwaw.google.com (3) - a.rad.msn.com (2) - b.rad.msn.com (2) - dovetox.com (2) - view.atdmt.com (2) - 89.34.14.128 (1) -
a.ads2.msn.com (1) - ad.doubleclick.net (1) - ads2.msn.com (1) - b.ads1.msn.com (1) - c.msn.com (1) - clients1.goegle.com (1) - home.microsoft.com (1) - msnportal.112.207.net (1) - stmsn.com (1) [more]

Errors (7 items)

access denied (363) - not found (15) - methed not allowed (12) - forbidden (8) - bad request (5) - request entity too large (4) - unauthorized (2)

Source Country (1 item)
romania (1)
Destination Country (20 items)

united states (148) - romania (99) - germany (78) - bulgaria (52) - poland (50) - sweden (38) - korea, republic of (37) - brazil (33) - russian federation (33) - france (30) - canada (15) - puerto rico (14) - mexice (13) - vietnam (13) - argentin;
(9) -israel (9) - georgia (8) - china (7) - austria (6) - denmark (6) [more]

Source Organization (1 item)
sc worldnet data comunicatii srl (1)

Destination Organization (20 items)

universitaet mannheim (72) - sc worldnet data comunicatii srl (32) - freedom networks lic (31) - bredbandsbolaget ab (30) - free sas (24) - comcast cable (21) - skynet network (19) - verizon internet services (18) - aster zielona gora sp. z
©.0. (15) - net servi (15) - san juan cable, lic (14) - korea telecom (13) - lulin-net Itd. (13) - microsoft corp (13) - electric telecommunication company (12) - connect systemy komputerowe s.c. (10) - sbc internet services (10) - sc digital
construction network srl (9) - bezeq international-ltd (8) - caucasus network Itd. (8) [more]

Extension (11 items)

<none> (749) - png (288) - htm (247) - php (17) - dll (8) - gif (7) - jpg (7) -js (6) -css (2)- 90 (1) -exe (1)

Content Type (9 items)

text/html (423) - application/x-www-form-urlencoded (195) - image /gif (7) - image jpeg (6) - application/x-javascript (4) - image 'png (2) - text/css (2) - text/javascript (2) - application /octet-stream (1)

Client Application (2 items)
mozilla (774) - mozilla/4.0 (34)

Source IP Address (3 items)
192.168.1.107 (852)-192.168.1.131 (388) - 89.34.14.128 (1)

Destination IP address (20 items)

192.168.1.107 (389)-192.168.1.131 (45) - 89.34.14.128 (32) - 85.228.154.245 (21)-93.100.172.231 (19) - 92.244.56.14 (15) - 70.45.176.87 (14) - 208.69.32.132 (14) - 208.69.32.136 (14) - 72.71.8.125 (13) - 77.78.146.128 (12) -
116.111.160.240 (12) - 84.234.44.249 (10)- 86.105.171.144 (9) - 134.155.241.201 (9) - 83.29.131.217 (8) - 85.227.170.239 (8) - 88.158.3.77 (7) - 99.244.50.31 (7) - 134.155.241.192 (7) [more]

TCP Destination Port (20 items)

80 (http) (807) - 139 (netbios-ssn) (388) - 1345 (1)-52410(1)-52458 (1)- 52669 (1)-52689 (1)-52692 (1)-52730(1)-52733 (1)-52969 (1)-52972 (1)- 53010 (1)-53013 (1)-53037 (1)- 53040 (1)- 53064 (1)- 53067 (1)-53111
(1)-53125(1) [more]

Ethernet Source (3 items)
00:0B:DB:9A:30:A7 (852) - 00:26:08:E0:45:4E (388) - 00:16:01:12:CE:68 (1)

Ethernet Destination (3 items) .

00:16:01:12:CE:68 (807) - 00:0B:DB:9A:30:A7 (389) - 00:26:08:E0:45:4E (45) i Filename (20 iterms)

Ethernet Protocol (1 item) l—\_‘ <none> {293) - acafuuvt.png {2) - agaiwj.png (2) - aimtsv.htm (2) - a
IP(1,241) bkzlclczwch.png (2) - bledvo.htrm (2) - brglpg.htm (2) - bssox.png {(2)

[E5] P Protocol (1 item) dufbyduy.htm {2) - dvtwichvn.png (2) - dzhiqax.htrm (2) - ebc.htrm (2)
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Session detail for HTTP $¥5)$ NETWITNESS

R MetWitness Investigator § / - B X

¢ Collection Edit View Bookmarks History Help

Breadcrumb

[AII Data m BOTExamination > Filename S > Sessions for HTTP

@ ek Welcome l;-IQBDTExamin‘a}xon @H

e ToTollal [T T <

Time Service Size Events
— 2009-Jul-17 IP/ TCP / 1.73 E5 00:0B:DB:9A:30:A7 -> 00:16:01:12:CE:68
142558 HTTP KB | 192165.1.107 -> 85.228.154.245

@ 1077 -> 80 (http)

3 payload: 1188 2 i
8 mecum: HTTP-PUT random named PNGs?
G tep.flags: 31
G streams: 2
° packets: 10

0 ifegian

uoRas||o)

Displaying 1 - 20 of 308 =4

View

Suspicious query string

A directory:
filename: qxqagsknusi.png,

Lod ension: png
° referer: Mozilla
E client: Mozilla

httpvalues: _wAAArsOMdx)QmSnIkZy_ 1 yFIpczkPOKADy_wCUES 3eXI3Jty7mXzFU-5CrebTERItieWOSMUD 7K Y wNWQVEIRPYshrB7 AZIYUGEU4G3jc TKQTISIOHAY niRx 2vtbomMEBBTTIGENOS LN —y
efYbnChFuuGxeqG-57yWWaRbfsgqDccOCYor9XtoWrv7tbMYYra7ISHSN1Pg4ruFBdk-02jQtPgYdh9Lvw0BnKY25V6n4_eRZv01xy4)5tPSo_h /

country.dst: Sweden
0 city.dst: Grycksbo

" sl
o longdec.dst: 15.466700
° org.dst: Bredbandsbolaget AB
G domain.dst: bredbandsbolaget.se

International destination

2009-Jul-17 IP/ TCP / 1.68 E5 00:0B:DB:9A:30:A7 -> 00:16:01:12:CE:68

142806 HTTP KB [ 192168.1.107 -> 85.228.154.245
@ 1087 -> 80 (http)
° payload: 1196
G medium: 1

= tep.flags: 31 H
View e s ... 807 more of these HTTP Sessions....
Q packets: 9
8 lifetime: 0
’ action: put
A directory:
filename: cspsauz.png

Lt ©Xtension: png
G referer: Mozilla
@ client: Mozilla

Q httpvars: a
P hrtovalues: wAAArsOIMAXIOMSAIkZy 1vEInczkPOKADY: wruFBKle&lw7mX7FU—§CfrbTFRﬂﬂewﬂ&mlm7KwaNWOvﬁjRPve.h:R7A71Yur.FU4r.3jr7kﬂ7t§lnHAYanxmhanthwEﬂe.u‘ﬁn— LI /,/”-
./'/
. ) 3 . "l J >
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Content Analysis $¥E)$ NETWITNESS

Breadcrumb

Q\ NetWitness Investigator 8

: Collection Edit View Bookmarks History Help
[AII Data T‘ BOTExaminatiffn > Filename EXISTS > HTTP > Sessions for “put” e o L]
@ 6} Welcome | ‘ 0 BOTE xamination Ql

[_reoerorss |O[O fusli] > [ » S LIEE

4 b X

uopa|[ed

Time Service Size Events Displaying 1 - 20 of 744
2009-Jul-17 IP/ TCP / 1.73 [=] 00:0B:DB:9A:30:A7 -> 00:16:01:12:CE:68

* 192.168.1.107 > 85.228.154.245

[) 1077 -> 80 (http)

Q payload: 1188

Q medium: 1

o HTTP Put

14:25:58 HTTP KB

i~ packets: 10
[7] lifetime: 0
action: put

NetWitness Reconstruction for session ID: 5 ( Source 192.168.1.107
Time 7/17/2009 14 07/17/2009 14 s Protocol 2048

Encoded/Encrypted content

...x000..0..x0 20...0.5{y0, «0502... [VO.O....000.000

“vwmcom

muwzoUwwum®m

...x0. (0. .0..{yd,.U.505s. (VOO2..

FDIED ...x0.30. .0.J{y0,.U.505&. [VOO?..80.029&1.. /.../0u,>eunnn P 7

ol I 2 I

_ee<WSa = (>

>A44/9.9..%, 5.

I3 (-
.3.%.
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Geographic Activity Map IEg NETWITNESS

R Google Earth =l&x|
Fie Edt View Tools Add Help

v Search 3 o' & @] 2] (B | M EEE

FlyTo | Find Businesses | Diections | 7

Fiy to e.q,, San Francisco

—

X

¥ Places Add Content

5 & My Places :I
O ED sightsesing
Select this folder and click on
the Play’ button below, to
& Temporary Places
& Sessions for BOTExamination
The IP Source and Destinatior
information for Callection

D Traffic Flow Routes
THER to 192.168.1.107

(s): 9060

15 192.168.1.107 (OTHER

Destination

2060
THER to 192.168.1,107

sion(s): 7222, 7289
192.168.1.107 (OTHER)
Destination

s): 7222, 7289 &

i =l

e

¥ Layers

Primary Database
¢ Geographic Web
== roads
O 20 Buidings
O & street view
M| Borders and Labels
OB waffic
& [ £$ weather
# O Gallery
# €4 ocean
& (@ Global Awareness
& O F Places of Interest
O more

Eye alt 9127.80 km

NETWITNESS
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BOT Examination Summary BER neTwiTnESS

» Clearly using host to SPAM
Using HTTP for Command and Control
®* .png PUT
Global BOT
Top domain name in HTTP C&C traffic is “adoresong.com”.

® Adoresong.com was one of the domains that was used during the
social engineering spam that Waledac used

Spam could be cover for other data exfiltration activity

v

v

v

v

Service Type (1 item)
HTTP (848)

Action Event (2 items)
put(744) - get (64)

Gstname AliaS®s20 items)
adoresong.com (14)) guide.cpendns.com (14) - labs.idefense.com (7) - col.sth.s-msn.com (3) - rad.msn.com (3) - vww.go:
ads2.msn.comn - ad.doubleclick.net (1) -ads2.msn.com (1) - b.ads1.msn.com (1) - c.msn.com (1) - clients1.gcogle.con

Errors (7 items)
not found (16) - method not allowed (12) - forbidden (9) - bad request (5) - request entity tco large (4) - unauthorized (2) - r

o ¥ ®

el

NETWITNESS
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f‘(_-‘j‘ NETWITNESS

Case Study

Understanding a Custom ZeuS-based
APT Spear Phishing Attack




Advanced Threats Are More Prevalent Than

You Think rf'_o;‘ NETWITNESS

5 C:\WINDOWS\system32\cmd.exe - zsbcs.axe listen -ipwd -cp:3333 -by - O x|

\Documents and Settings\test\Desktop’zshcs.exe

» Thel’e are many CommeI’CIa| \ﬁdnt(i:o%m;ztit Server 2.0.0.0. Standard Edition
and non-commercial variants : zshes.oxe <command)> ~<switch 1> ~<switch N>
of Trojans such as ZeuS that ety Start a hackconasct server for ene bet.
have been developed by Suppresses display of sign-on banner.
eCrime groups for specific [isten o Iivg vers.
targets of interest: cp: (port ] TCP bort for accopting a connection from 71ient.

\Docunents and Settings\test\Desktopdzshcs.exe listen ~ipvd -cp:3333 ~bp:6666

» Banks, DIB, specific
. . ZeuS BackConnect Server 2.0.8.8. Standard Edition
government agencies in U.S. ZISCRIIERETN

Listening on IPv4 port 6666.
and Europe [Listening on IPv4 port 3333.

» Numerous signs of e Ing o dreaniog ot fonrverart of bot: 6666, port of client: 3333)...
collaboration among malware
writers, including “best souree: BSightpartners
practices” for improving » New features, such as the inclusion of
techniques for detection robust Backconnect reverse proxy
avoidance and resilience capabilities

(e.g. ZeuS and Waledac
collaboration noted in
NetWitness “Kneber” report)

» Many of these non-commercial
variants are invisible to typical security
tools

ey

NETWITNESS
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Continued Targeted Attacks Against USG

NeL? NETWITNESS
Assets "N

» During the last year+ there has been an ongoing campaign associated
with forged emails containing targeted ZeusS infections

» Typical scenario is email from some “reliable” email address containing
spear phishing text of interest and link to custom ZeusS site

» Parallels: this approach directly imitates non-USG mass eCrime ZeuS
approaches

Subject: DEFINING AND DETERRING CYBER WAR

From: ctd@nsa.gov

U.S. Army War College, Carlisle Barracks, PA 17013-5050

December 2009

DEFINING AND DETERRING CYBER WAR

Since the advent of the Internet in the 1990s, not all users have acted in cyberspace for peaceful purposes. In fact, the threat and impact of
attack in and through cyberspace has continuously grown to the extent that cyberspace has emerged as a setting for war on par with land, sea,
air, and space, with increasing potential to damage the national security of states, as illustrated by attacks on Estonia and Georgia. Roughly a
decade after the advent of the Internet, the international community still has no codified, sanctioned body of norms to govern state action in
cyberspace. Such a body of norms, or regime, must be established to deter aggression in cyberspace. This project explores the potential for
cyber attack to cause exceptionally grave damage to a state’s national security, and examines cyber attack as an act of war. The paper examines
efforts to apply existing international norms to cyberspace and also assesses how traditional concepts of deterrence apply in cyberspace. The
project concludes that cyber attack, under certain conditions, must be treated as an act of war, that deterrence works to dissuade cyber
aggression, and provides recommendations to protect American national interests.

o
Source: iSightpam. ‘

NETWITNESS
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“DPRK has carried out nuclear missile attack
on Japan’

»

»

»

»

»

ffg‘j‘ NETWITNESS

Email with bogus message about a missile attack on Japan by the
DPRK received by member of the intelligence community

The sender’s email from this example is forged — nic@dni.gov

» Other forged senders used in same phish — e.g., ODNI@dia.mil,
SSC@dia.mil

The email contained “tear lines” and fake classification markings (i.e.
“U//FOUQ”) in an attempt to look legitimate

The sophistication level is fairly low; there is one obvious grammatical
error, the far-fetched claims in the email can be quickly disproved, and
the phish requires user action (open linked file) to successfully install
the malware

Despite the low sophistication level of the spear phish, it reeled in
numerous victims before the command & control server was
deactivated — it was good enough

32 | Copyright 2010 © All rights reserved. NetWitness Corporation




Subject: DPRK has carried out nuclear missile attack on Japan
Office of the Director of National Intelligence

INTELLIGENCE BULLETIN

UNCLASSIFIED//FOR OFFICIAL USE ONLY

(U//FOUQ) DPRK has carried out nuclear missile attack on Japan
05 March 2010

(U//FOUQ) Prepared by Defense Intelligence Agency

(U//FOUO) Today, March 05, 2010 at 01.41 AM local time (UTC/GMT -5 hours),
US seismographic stations recorded seismic activity in the area of Okinawa
Island (Japan). According to National Geospatial-Intelligence Agency,
Democratic People's Republic of Korea has carried out an average range
missile attack with use of nuclear warhead. The explosion caused severe
destructions in the northern part of the Okinawa island. Casualties among

the personnel of the US military base are being estimated at the moment.

(U//FOUOQ) In connection with the occurred events, it is necessary for the

personnel of the services listed below to be ready for immediate
mobilization:

CENTRAL INTELLIGENCE AGENCY
Phone: (703) 482-0623

DEFENSE INTELLIGENCE AGENCY
Phone: (202) 231-8601
Email: DIA-PAO@dia.mil

DEPARTMENT OF ENERGY:

OFFICE OF INTELLIGENCE AND COUNTERINTELLIGENCE
Phone: 1-202-586-5000

Email: The.Secretary@hg.doe.gov

DEPARTMENT OF HOMELAND SECURITY:

OFFICE OF INTELLIGENCE AND ANALYSIS
Phone: (202) 282-8000

DEPARTMENT OF STATE:

BUREAU OF INTELLIGENCE AND RESEARCH
Phone: (202) 647-4000

33 | Copyright 2010 © All rights reserved. NetWitness Corporation

ey

DEPARTMENT OF THE TREASURY:
OFFICE OF INTELLIGENCE AND ANALYSIS
Phone: (202) 622-2000

DRUG ENFORCEMENT ADMINISTRATION:
OFFICE OF NATIONAL SECURITY INTELLIGENCE
Phone: (202) 307-1000

FEDERAL BUREAU OF INVESTIGATION
NATIONAL SECURITY BRANCH
Phone: (202) 324-3000

NATIONAL GEOSPATIAL-INTELLIGENCE AGENCY
Phone: (703) 755-5900

NATIONAL RECONNAISSANCE OFFICE
Phone: (703) 808-1198

NATIONAL SECURITY AGENCY
Phone: 1-800-688-6115
Email: NIASC@nsa.gov

UNITED STATES AIR FORCE
Phone: (251) 441-6215/6211

UNITED STATES ARMY
Phone: 1-888-550-2769

UNITED STATES COAST GUARD
Phone: (202) 372-2100

UNITED STATES MARINE CORPS
Phone: (202) 372-4411

UNITED STATES NAVY
Phone: (202) 372-2020

NETWITNESS
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“DPRK has carried out nuclear missile attack

on Japan’

» Only 1 of 42 AV vendors
indentified the file as
malicious on 03.05.2010
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+3¢ Compact

Antivirus
a-squared
AhnLab-V3
AntiVir
Antiy-AVL
Authentium
Avast

Avast5

AVG
BitDefender
CAT-QuickHeal
ClamAV
Comodo

DriWeb

eSafe
eTrust-Vet
F-Prot
F-Secure
Fortinet
GData

Ikarus
Jiangmin
K7AntiVirus
Kaspersky
McAfee
McAfeet+Artemis
McAfee-GW-Edition
Microsoft
NOD32

Norman

nProtect

File report.exe received on 2010.03.05 14:01:07 (UTC)

Current status: finished

S woL s N o
N @ © ©® N o N
-

w
o
=
o

10.00
0.96.0.0-git
4091
5.0.1.12222
7.0.17.0
35.2.7341
4.5.1.85
9.0.15370.0
4.0.14.0

19
T3.1.1.80.0
13.0.900
7.10.990
7.0.0.125
5910

5910

6.8.5
1.5502

4918
6.04.08
2009.1.8.0

NETWITNESS

Result: 1/42 (2.38%)

Last Update
2010.03.05

2010.03.05
2010.03.05
2010.03.05
2010.03.05
2010.03.05
2010.03.05
2010.03.05
2010.03.05
2010.03.05
2010.03.05
2010.02.28
2010.03.05
2010.03.04
2010.03.05
2010.03.04
2010.03.05
2010.03.04
2010.03.05
2010.03.05
2010.03.05
2010.03.04
2010.03.05
2010.03.04
2010.03.04
2010.03.05
2010.03.05
2010.03.05
2010.03.05
2010.03.05

ff_‘j‘ NETWITNESS
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“DPRK has carried out nuclear missile attack

on Japan’

» AV effectively “neutered”

by overwriting the OS
hosts file

» Attempts to retrieve
updates from vendor
update server hosts

routed to 127.0.0.1

Result: if AV didn’t pick
up the malware initially, it
never will now

»
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Copyright (c) 1993-1999 Microsoft Corp.
This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

This file contains the mappings of IP addresses to host names. Each
entry should be kept on an individual line. The IP address should

be placed in the first column followed by the corresponding host name.
The IP address and the host name should be separated by at least one
space.

Additionally, comments (such as these) may be inserted on individual
lines or following the machine name denoted by a '#' symbol.

For example:

102.54.94.97
38.25.63.10

rhino.acme.com
X .acme.com

# source server
# x client host

OO W W T W W WM W W R

localhost
downloads-eul. kaspersky-labs.com
downloads?2.kaspersky-labs.com
downloads4.kaspersky-labs.com
downloadsl.kaspersky-labs

eeee®
POOE®

127.

127.
127.
127.
127.
127.
127.
127.
127.

download.mcafee.com
shop.symantec. com
dispatch.mcafee.com
f-secure.com
kaspersky.com
mast.mcafee.com
secure.nai.com
sophos.com

0.0. Qo
127.0.0.1 rads.mcafee.com
127.0.9.1 liveupdate.symantecliveupdate.com
127.0.0.1 liveupdate.symantec.com
127.0.9.1 liveupdate.symantec.d4p.net
127.0.0.1 update.symantec.com
127.0.0.1 download?.avast.com
127.0.0.1 download6.avast.com
127.0.0.1 download5.avast.com
127.0.0.1 download4.avast.com
127.0.0.1 download3.avast.com
127.0.0.1 downloadZ.avast.com
127.0.0.1 downloadl.avast.com
127.0.0.1 avu.zonelabs.com
127.9.0.1 retail.sp.f-secure.com
127.0.9.1 retail@l.sp.f-secure.com
127.0.9.1 retail®2.sp.f-secure.com
127.0.9.1 acs.pandasoftware.com
127.0.9.1 pccreg.antivirus.com
127.0.0.1 dll.antivir.de
127.0.9.1 dl2.antivir.de
127.0.0.1 dl3.antivir.de
127.0.9.1 dl4.antivir.de
127.0.0.1 fr.mcafee.com
127.0.0.1 mcafee.com
127.0.0.1 antivirus.cai.com
127.9.0.1 ftp.esafe.com
127.0.9.1 ftp.europe.f-secure.com
127.0.9.1 ftp.symantec.com
127.0.0.1 us.mcafee.com
127.0.9.1 security.symantec.com

9.0.1

9.0.1

9.0.1

9.0.1

9.0.1

9.0.1

9.0.1

9.0.1



Infection Progression — Nothing Unusual

ffg‘j‘ NETWITNESS

» After a user clicks on the link, the file “report.zip” is downloaded from

dnicenter.com

» If user opens the file, the malware is installed

» Malware is actually a Zeus variant; author used techniques to hamper
reverse-engineering / analysis of the binary

Domain name: dnicenter.com
Status: Active

Protection Status: public

( make contact info private at http://www.now.cn/domain/domainPrivate.php )

Registrant:
Name: 222222222

Address: Volodarskiy
City: Izjevsk
Province/state: Taliban
Country: AU

Postal Code: 519000

Administrative Contact:
~ Name: 22222227272

Organization: 222222222227

Address: Volodarskiy

City: Izjevsk

Province/state: Taliban

Country: AU

Postal Code: 519000

Phone: +84.4562425583

Fax: +84.4562425583

Email: abuseemaildhcp@gmail.com
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NET

E NetWitness Investigator 9

i Collection Edit View Bookmarks History Help

lAlI Data ['] DPNK > HTTP > Sessions for HTTP

@ tWelcome () | @DPNK @ ||

[}

f s OO EEESREE

§- Time Service Size Events

L 2010- 1P/ 53.44 =] 00:0C:29:31:9D:73 -> 00:0B:6C:BA:C4:FF
;“]"‘:’3‘3‘:2 Lf_‘;; KB 3 192.168.0.32 -> 115.100.250.105

@ 1052 -> 80 (http)
{3 payload: 51286
Q medium: 1

Q tcp.flags: 27

Q streams: 2
Q packets: 63

View

o action: get
J. directory: /docs/
filename: report.zip

it xtension: zip

* alias.ip: 115.100.250.105
* alias.host: dnicenter.com
& content: application/zip
@ country.dst: China

0 city.dst: Beijing

@ latdec.dst: 39.928902
@ longdec.dst: 116.388298
Q org.dst: Beijing Yiliyou Date Co.,Ltd.

ee 0 |«

4 b X

Displaying 1 -200f 169  ©

-~




Further Network Forensics Evidence... BEQ nETwITNESS

'h': MNetWitness Investigator 9

! Collection Edit View Bookmarks History Help

[:] ' North Korea > suspicious_ex ... > suspicious_ex ... > Sessions for "bin” @&‘ :h/_‘

4 b X

| Pageror2 IQTQﬁ’l" SIS

Time Service Size Events
2010-Mar-06 21:37:30 IP/TCP / HTTP 33.35KB

Al Data

&
e
=
2
=
)
g

o

| uompayes

Displaying 1 - 20 0f 33 |
E 00:0C:29:31:9D:73 -> 00:0B:6C:BA:C4:FF
* 192.168.0.32 -> 115.100.250.105

AL

@ 1053 -> 30 (http) Z S
03 payload: 31844 )> eu
Q medium: 1

— 2 e 2 configuration

Q streams: 2

g;?acl'(ets.:‘tz ﬁle download
' » This type of

problem
- e recognition can

@ server: Apache 2

éﬁ content: application /octet-stream b e a u to m ate d

0 country.dst: China
e city.dst: Beijing

A directory: /imgpic/x138
filename: x98x10.bin

@ latdec.dst: 39.928902
. @ longdec.dst: 116.385298
NG Q org.dst: Beijing Yiliyou Date Co.,Ltd.
o alert: suspicious_executable_octet

N ZeusS configs
N

)7 20:55:12 2010-03-07 15:18:30 31'397 2f6d6c2a306fb0104086745909141087 =] download

updatekernel.com/imgpicfk18d2/d8x16/x98x10.bin 2010-02

ZeusS binaries
updatekernel.com/stat/dot/stat.exe 6% 2010-02-13 19:41:52 2010-03-07 15:18:31 900'366 ebb30bb01e25f06d3e0a28ed439a21b3 [=] download
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Pathology — An Awareness Concern

»

»

»

»
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The malware used in the DPRK spear phish examined here attempted FTP
connections to the host “grepsync.com,” which resolves to an IP address in Belarus

(86.57.246.177)

Nart Villeneuve, Chief Research Officer at the well-respected SecDev.cyber Group,
pointed out in recently published research that the FTP drop zone for exfiltrated

information in a similar spear phishing attack involving Zeus (packupdate.com)
resolved to the same IP address in Belarus — 86.57.246.177

In the excellent piece published by Nart, he states, “...Following the publication of the
article by Brian Krebs, attackers took portions of his article and used them as a lure in
further spear phishing attacks.”

“The ‘Kneber’ Botnet, Spear Phishing Attacks and Crimeware,” Infowar Monitor, Nart
Villeneuve, published March 1, 2010

»  http://www.infowar-monitor.net/2010/03/the-kneber-botnet-spear-phishing-attacks-and-

crimeware/
Record | Name Reverse Route AS
< packupdate.com ¢ | 86.57.246.177 | BN 04.activeby.net | 86.57.246.0/24 | AS6697
. oo#-50a | nslactiveby.net gyl 74.204.170. 74.204.160.0/20 | AS14383
ns nsl.activeby.net 74.204.170.230
ns2.activeby.net 86.57.246.186 86.57.246.0/24 | AS6697

ns3.activeby.net 83.149.85.100 | mx1.activeby.net | 83.149.64.0/18 | AS16265
mx 10 | mx1.activeby.net | 83.149.85.100
10 | mx2.activeby.net | 83.149.96.214

ecord | Name v 3 Route AS
grepsync.com | a C - 86.57.246.0/24 | AS6697
-50a | nsl.activeby.net 74.204.160.0/20 | AS14383
ns nsl.activeby.net 74.204.170.230
ns2.activeby.net 86.57.246.186 86.57.246.0/24 | AS6697

ns3.activeby.net 83.149.85.100 | mxl.activeby.net | 83.149.64.0/18 | AS16265 ~
mx | 10 | mx1.activeby.net | 83.149.85.100
10 | mx2.activeby.net | 83.149.96.214 /




< 2010-03-06 20:24 2010-03-08 05:15 > m NETWITNESS

=
2

User Account (] item)

EK_B) mao2 (1) »
fia

Malware stealing files of

Password [open] interest to the drop server
in Minsk
l.l Service Type (1 item)
NE ) » FTP drop server still is
Source IP Address (1 item) resolving to same address
*‘ 192.168.0.32 (1)

» Early on March 8, 2010,
server cleaned out and
account disabled

Destination IP atdress (1 item)

86.57.246.177 (1)

= 2 Iitems)
9 put(1)-login (1)
» username: mao2

Extension (4 items) .
At Xis (1) - paf (1) o dostre T password: [captured]

llename (20 items) T
1051aliowadems.pdf (1) - 780e0e91cchbedbfee_budymvin7.pdf (1) - _c.dll (1) - _hslib.dll (1) - _users.dll (1) - e
a8dfc36246b3dcc3ch_iem6bxpgh.pdf (1) - afl-cio-obama.pdf (1) - excel9.xIs (1) - jul08b-elec.pdf (1) - katrinafactsheetfinal.pdf (1) -
naralpolimemo061608.pdf (1) - obama-full-text-8-28-2008.pdf (1) - obama.pdf (1) - obamablueprintforchange.pdf (1) - pc_08_obama.pdf
ppp_penn_release_040208.pdf (1) - senator_obama.pdf (1) - vbatest_word2k.doc (1) - winword8.doc (1) - xplaned_obama_fundraising.pdf (

Lt .[yzzttbhchrlkkdjf/ (T)

TCP Destination Port (] item)
21 (ftp) (1)

IP(1)

IP Protocol (1 item)
TCP(1)

E Ethernet Protocol (1 item)

$rN
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Files harvested from victim machines in drop 3 NETWITNESS
server (located in Minsk, Belarus) .

FTP drop hosted
in Minsk, with
directory listing
of 14
compromised
hosts containing
exfiltrated data

226 2 atches total
ftp>
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'i.l: NetWitness Investigator 9

: Collection Edit View Bookmarks History Help

All Data v | North Korea > suspicious_indicators

| uomaio D)

El=FzEOEETS

@ Morth Korea @ \

—
Time Craph of Session Traffic (Sessions Pe
1

0.75

Sessions
(=]
w

r Minute)

»

Time graph of beaconing activity and
metadata showing comms to C&C
server — all via “allowed pathways”

0
< 2010-03-06 21:24

Alerts (1 item)
suspicious_indicators_php_files (134)

Service Type (1 item)
HTTP (134)

o

-

@ 17 Desyination Port e
*

A

Source IP Address (1 item)
192.168.0.32 (134)

Destination IP address (1 item)
115.100.250.105 (134)

0 Destination Country (1 item)
china (134)

Action Event (1 item)
9 put (134)

Extension (1 item)
Lixt php (134)

Filename (1 item)
s.php (134)
’E‘ Ethernet Source [open]

’E‘ Ethernet Destination [open)

== IP Protocol (1 item)

‘ uoiIa|oD

All Data

@ @Holth Korea @ ‘

ti NetWWitness Investigator 9
¢ Collection Edit View Bookmarks History Help

2010-03-08 06:15 >

I Page 1 of 7

Service

Size  Events Displaying 1 - 20 of 134

2010-Mar- IP/TCP/ 1.02 |[=]00:0C:29:31:9D:73 —> ( ):0B:6C:BA:C4:FF

06 21:37:34 HTTP

KB ™ 192168.0.32-> 115.11 0.250.105

(%) 1054 -> 80 (http)
Q payload: 468

Q tcp.flags: 27

Q packets: 10
Q lifetime: 2
o action: put
4% directory: /templtes/al 6ext/int3xs/
filename: s.php
it extension: php
client: Mozilla/4.0
§ alias.ip: 115.100.250.105
alias.host: updatekernel.com
query:
2=ugov_dcs040_00117135&n=18&v=16778770&i=sbnm&s=08&sp=0&Icp=0&pr=0
[a server: Apache/2

I£"] content: text/html

[*] country.dst: China

[*] city.dst: Beijing

[*] latdec dst: 39.928902

[*] longdec.dst: 116.388298

l° org.dst: Beijing Yiliyou Date Co.,Ltd.
o alert: suspicious_indicators_php_files




f‘(_-‘j‘ NETWITNESS

Case Study

N The “Kneber” BotNet




Kneber ZeuS Botnet Statistics oy neTwiTnESS

» 75,000 systems compromised with ZeuS Trojan

» Over half of the compromised systems also infected with Waledac
» 68,000 stolen credentials

» 2,000 stolen SSL certificate files

» Data cache includes complete credentials and dossier-level data sets
including dumps of entire |E protected storage of individual machines

» Victim organizations include 2,500 public (federal, state, local) and
commercial sector entities (400 U.S.-based)

» Commercial sectors represented: Telecommunications, Financial
Services, Online and Conventional Retail, Technology, Healthcare,
Energy, Oil and Gas, Aerospace, Entertainment, Education

» 196 countries
~__ » Only one month of captured data (roughly 80Gb of data analyzed)
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Many Amateur (?) Criminal Opportunities BEg nETWITNESS

] [ cyber Defence - SMi Group - E... € | [[) Best Pay-Per-Install affiliate pr... €@ IE[

CLICK HERE TO VISIT OUR BEST SPONSOR.

* o
installconverteron Qi —

One of the best PPl programs. Up to $170 per 1000 Installs.
Get new programs via email JOIN

Insert your Email Address: _ | Subscribe J Learn How to make money with PPN Gateway
Free guide to teach you how to make $7000 per day

{BOOKMARK US {BOOKMARK US

Pay Per Click ZML - May/16/2010

Pay Per Impression _ =
Bid Saarch Engines Kneber Content - Session 10

== e el (=] e 50 0 5 (Y 2 Y (=3 (20 165

NetWitness Reconstruction for session ID: 10 ( Source 192.168.1.199 : 1095, Target 89.248.171.46 : 80)
Time 2/09/2010 13:26:30t0 2/09/2010 13:26:31 Packet Size 1,036 bytes Payload Size 444 bytes
Protocol 2048/6/80 Flags Keep Assembled AppMeta NetworkMeta Packet Count 10
GET PAID from ©  GET /in.php?affid=36900&url=5&win=indows %20XP+3.0&sts=
$5.40CPM with 9 = ,:’
different AD affid=36900
formats. =

U url=5
CLICKSCR™ - PR .
% . win=Windows XP 3.0

Contextual sts=

<|= HTML content cannot
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Compromised Credentials — Top 5 Mg NETWITNESS

Kneber's Focus on Social Networking and E-mail

650

M Facebook

M Yahoo
Hi5

W Metroflog

& Sonico
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Significance of Kneber B8R neTwiTnESS

» NetWitness found evidence that the Kneber crew has multiple data gathering
goals and has been operating across the globe in a coordinated manner for over

a year

» The focus in this data cache on user credentials suggests the ultimate consumer
of data could be groups other than organized crime, e.g.: nation-sponsored or
terrorist groups

» Both the malicious Trojans resident on the infected systems themselves and the
data harvested by Kneber could be used to conduct information operations
against a target with material impact:

» Using Facebook identities and other information to steal government secrets or
contractor designs for weapons

» Using email social networking or email accounts as a vehicle for spear phishing attacks
for advanced persistent threats (APT)

» The coexistence of ZeuS and Waledac suggests the goals of resilience and
survivability and potential deeper cross-crew collaboration in the criminal
underground
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Conclusions




Building Continuous Monitoring Around

o
Common Threat Vectors &) NETWITNESS

» Data leakage »  Network Management
»  PIl, SSN, DL, DoB, Address, etc. »  Top IPs Initiating DMZ Sessions
»  Organization-specific content »  Top IP DNS Zone Transfer
»  Compliance monitoring and measurement »  Externally initiated streams
»  Counter-Intelligence »  External Access Attempt to Internal
. Fileserver
»  Outbound Network Activity
o » Internal DNS Server Comm with External
» Inbound Network Activity Hosts
> Top Email Competition Outbound » Top FTP IP Destinations by Byte Count
»  Top Email Competition Inbound »  Top FTP Users
»  Email Outbound with Attachment »  Top FTP Files Deleted
* Email Outbound with Crypto > Top FTP Files Up/Downloaded

»  Top Files FTP'd

»  Top FTP Passwords

»  Top FTP Files by Byte Count

»  Top IP Addresses by 'Anonymous' FTP

NETWITNESS v
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Improving Incident Response and Visibility

» MalCode / Hacker Related

»

»

»
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BOTNet Activity

SQL Injection Scanner Executables

Malicious Email Attachments

Log "Hacking"

Root Access

password file access »

Hacker research (URLs, hostname,
newsgroups)

Hacker Application file Names
External to Internal Direct Jet
Username/login Buffer Overflow
QueryString Parameter Overflow
SQL Injection Scanner Executables
Unix commands in URL

el

»

»

ffg‘j‘ NETWITNESS

Web Browser as Attack Tool (phf Attack)
[IS Buffer Overflow Attempt

IRC Malicious Download

IRC Malicious Open

FTP Malicious Download

FTP Malicious Upload

Anomalous Activity

»

»

»

»

NETWITNESS

Top IP HTTP not over port 80
Top IP non-HTTP over port 80
Top IP non-FTP over port 21
Top IP non-SMTP over port 25
TOP IP non-DNS over Port 53
TOP IP SSH not over port 22
TOP IP SSL not over 443

Top IP non-SSL over 443



Enforcing Security Controls

»  System Administrative
»  Top Files Accessed
»  Top Files Printed
»  Administrative Accounts
»  Most Active Email
»  Most Active Logins
»  Most Active Logoffs
»  Failed Windows Login
»  Default Cisco Router Passwords
»  Top Database Users
»  SQL Query (meta count)
»  Database by Bandwidth
»  Top IP Running Oracle
> Top IP Running MSSQL
»  Unencrypted DB Access

50 | Copyright 2010 © All rights reserved. NetWitness Corporation

ffg‘j‘ NETWITNESS

» |I/T Asset Misuse

14
4

4

el

NETWITNESS

Gnutella/TOR/Tunneling
Clear-text passwords
Content Crypto

Unusual Services
Anonymizers

Yahoo Message Board Post
Google Message Board Post
Warez URL

Porn Sites

Auction Sites

Gambling Sites

Wireless Protocols

2 MACS using 1 IP

Source Code

Job Searching

Google Searching



Understanding the Relative Value of Network

Security Data

ffg‘j‘ NETWITNESS
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Data Source Description
E Firewalls, Gateways, Overwhelming amounts of data with little context, but can be valuable
% etc. when used within a SEIM and in conjunction with full packet capture and
;‘ network forensics reviews.

IDS and AV Sometimes the first indicator of a problem, for known exploits. Can
produce false positives and is signature based.

NetFlow Network performance management and network behavioral anomaly
detection (NBAD) tools. Indicators of changes in traffic flows within a
given time slice.

DLP Data leakage protection based on defined data types and security
policies. Limited to specific protocols and contexts.

SEIM Correlates IDS and other network and security event data and
dramatically improves signal to noise ratio. Is valuable to the extent that
data sources have useful information and are properly integrated.

v Real-time Network Collects the richest network data. Provides a deeper level of advanced
g | Forensics (NetWitness) | threat identification and analysis and traffic reconstruction.

o0

T

el

NETWITNESS




. NeL? NETWITNESS
Conclusions "N

» Advanced threats require a new » Enterprise information security

approach to network monitoring programs can benefit
and cyber threat analysis significantly through:

» Improved situational awareness > Continuous augmented
requires the use of network awareness
forensics, full packet capture, » Improved incident responses
session analysis and fusion of through shortened time to
live threat data into sensor grids problem recognition and

resolution

» Reduced impact and cost
related to cyber incidents

» More effective threat
intelligence and investigations

RO

NETWITNESS
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Contact / Q&A oY NETWITNESS

» For More Information Contact: http://www.netwitness.com
» For me: eddie@netwitness.com

)2

v

Join over 30,000 other security experts and download the freeware:

» Web: http://download.netwithess.com

» Twitter:

v

> @netwitness
>

v

Blog: http://www.networkforensics.com
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